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Abstract—Solving the linear systems Ax = b is not only
the cornerstone of classical scientific computing, but also closely
related to artificial intelligence models. As demands for privacy
protection of data and models continue to escalate, research on
how to solve encrypted linear systems efficiently without leaking
any plaintext information has become an increasingly impor-
tant direction. Homomorphic encryption, a key cryptographic
technology, offers one solution for data privacy and secure
computation. Focusing on the two-party outsourcing setting, we
design a non-interactive linear-system solver that combines ho-
momorphic encryption with the Neumann series. We present an
optimized evaluation scheme for matrix polynomials that reduces
computational complexity and leverages the Single Instruction
Multiple Data (SIMD) technique to enable batch processing
of multiple linear systems. Finally, we conduct experiments on
matrices with different types across various dimensions. The
results demonstrate that our solution not only guarantees privacy
and security but also reduces computation time dramatically,
opening new possibilities for practical applications of homomor-
phic encryption.

Index Terms—homomorphic encryption, privacy-preserving, lin-
ear system, matrix inversion, Neumann series

I. INTRODUCTION

As the scale of artificial intelligence (AI) models expands
exponentially, many core computations in Al (especially in
machine learning and deep learning) rely on the solution of
linear systems Ax = b. For instance, optimization algorithms
(such as gradient descent and Newton’s method) often require
solving linear systems approximately at each step. However,
these Al models usually contain some private information
or exclusive rights. Consequently, it has gradually become
an important research direction to solve encrypted linear
systems efficiently without leaking any plaintext information.
With the emergence of technologies such as homomorphic
encryption [1], secure multi-party computation [2], [3], dif-
ferential privacy [4], and federated learning [5], privacy-
preserving techniques have been widely adopted in real-world
applications. Among them, homomorphic encryption rests on
established assumptions, offers provable security, and achieves
the theoretically optimal round complexity. It is therefore
regarded as one of the most promising privacy-preserving
technologies. The representative mature schemes include BGV
[6], BFV [7], CKKS [8], and TFHE [9].
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References [10], [11] solve linear systems using the Paillier
additively homomorphic encryption scheme. Reference [10]
employs a Cholesky decomposition and additionally intro-
duces Yao’s garbled circuits. Reference [11] adopts Gaus-
sian elimination and proposes a new protocol that reduces
communication cost. References [12], [13] perform matrix
inversion via Newton iteration [14], which consumes a large
multiplicative depth. To avoid bootstrapping, the participating
parties must interactively encrypt intermediate results and re-
encrypt them to eliminate noise. Reference [15] combines
homomorphic encryption with random perturbation techniques
to design an interactive secure multiplicative inverse protocol
for the two-party scenario where both parties share the data.
However, it is only applicable to low-dimensional matrices.
In summary, although the aforementioned approaches can
securely solve linear systems in the multi-user setting where
data are distributed among participants, they require multiple
rounds of interaction and lack generality.

The main contributions of this paper are as follows:

o For the two-party outsourcing scenario, we propose a
non-interactive linear systems solver via the Neumann
series of the matrix A and present the overhead analysis.

e For matrix polynomial evaluation, we introduce an op-
timization that reduces computational complexity and
enables batch solving of multiple linear systems.

o All methods are implemented with the CKKS scheme
[8] in the SEAL library [16]. Experimental results show
that the proposal scales well for matrices of various
dimensions and achieves speed-ups of up to two orders
of magnitude compared with [15].

II. BACKGROUND

In this section, we first introduce some operations of the
CKKS scheme [8]. Then, we recall a state-of-the-art method
for ciphertext matrix multiplication [17].

A. The CKKS scheme

For x = (2;)o<i<¢ and y = (yi)o<i<e, let ct.x and ct.y
be the ciphertext encrypted by CKKS under the same public
key. Besides encryption (Enc) and decryption (Dec), CKKS
supports the following basic operations on ciphertexts:

e Add(ct.x,ct.y): Dec(Add(ct.x, ct.y)) = = + y.
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o Mul(ct.z, ct.y): Dec(Mul(ct.x, ct.y)) ~ Oy, where ®
is for component-wise multiplication.
o CMul(m,ct.z): Dec(CMul(m,ct.z)) ~ m © x, where
m is a message in C’.
e Roty(ct.x) convert ct.xz = Enc(zo, ..., z¢—1) into a new
ciphertext that encrypts (g, ..., T¢—1,Z0,. ., Tp—1)-
The semantic security of CKKS is based on the RLWE
assumption [18]. Meanwhile, there are corresponding coun-
termeasures [19] against Li-Micciancio’s attack [20].and com-
plete correctness verification in the CKKS scheme [8].

B. Encrypted Matrix Multiplication

Encrypted matrix multiplication is a highly active research
area, with recent progress including [21]-[23]. Among these,
Park’s algorithm [21] is effective for cases with very high
dimensions, Zheng et al.’s algorithm [22] is currently only
applicable to the BGV scheme [6], and Chen et al.’s algorithm
[23] works well for matrices with dimensions being coprime.
The matrix inversion algorithm presented in this paper relies
on the multiplication of general square matrices. Compared to
these recent works, the JKLS algorithm proposed in [17] is
more suitable. In particular, JKLS utilizes the diagonal encod-
ing and the baby-step giant-step technique proposed by Halevi
and Shoup in [24], [25] for handling linear transformations.

The total cost of JKLS for a square matrix multiplication
of dimension n includes 3n+5y/n Rots, 5n—1 CMuls and n
Muls, requiring 3 multiplicative depth (1 Mul and 2 CMuls).

III. ENCRYPTED MATRIX INVERSION

In this section, we present a matrix inversion method
based on the Neumann series, reducing matrix inversion to
matrix multiplication and enabling the use of encrypted matrix
multiplication algorithms, e.g., JKLS.

A. Neumann Series

The Neumann series was introduced by Carl Neumann in
1877 in the context of potential theory [26]. For a square
matrix A, the Neumann series is defined as Y - ) A*, where
A% =1, ie., the identity matrix. Then we have

Lemma IIL1. If there exists a consistent' matrix norm || - ||
such that ||A|| < 1, then the Neumann series converges, and
we have:

(I-A)"'= iAi.

The proof of Lemma III.1 can be found in, e.g., [27, Satz
IL.1.11]. It follows from Lemma III.1 that for an invertible
matrix A, we have A~ =" (I — A)"if [T — A|| < 1.

For an arbitrary invertible matrix A, the condition ||I —
Al < 1 is not necessarily satisfied. However, we can still
transform A into a matrix that meets this condition through a
suitable preprocessing step. The basic idea is observed from

oo
A7 =a(ed) =a) (I -aA) (1)
i=0

'We say a matrix norm ||-|| is consistent if ||AB| < ||A]| - || B]| for all
A and B. For instance, |||y, ||-||5, and ||-||,, are all consistent.

if
[ —aAl <0 <1 (2)

Therefore, if for a given invertible matrix A, one can find
a scaling factor o such that (2) holds, then it is possible
to compute an e-approximation of A~! using the truncated
Neumann series ((1)) at

> 1og, 1 ()

o}

(i- 6>J

In this way, we reduce the problem of inverting a matrix to
a problem of computing a matrix polynomial.

For now, we discuss two important special cases, for which
a scaling factor « satisfying (2) can always be constructed.

a) Diagonal Dominant Matrices: Without loss of gen-

erality, we restrict ourselves to row diagonally dominant
matrices. Recall that an nxn matrix A = (a;, ;) is strictly row-
diagonally dominant if for each row i, |a;;| > >7.;lai -
Furthermore, we assume that all diagonal entries are positive,
ie., a;; > 0 for all <. Now we can choose « satisfying

O<a<min{1}. @)

Qi

Then for the i-th row of I — oA we have the co-norm is

|1—a-ai,i|+a2|ai7j|:1+a Z\ai7j|—ai7i < 1.
J#i J#i
Since the index i is arbitrary, it follows that || I — a Ao <
1, i.e., (2) holds under the /,,-norm.

b) Real Symmetric Matrices: We now consider the case
that A is real symmetric (or Hermitian in the complex case).
Without loss of generality, we only discuss positive-definite
matrices. In this case, we choose « satisfying

2
I<a< —-, 5
“ S e A) ®
where Apax(A) is the maximal eigenvalue of the given real
positive-definite symmetric matrix A. To estimate Ay, one
can use, e.g., Gershgorin’s circle theorem [28]. From (5), we
have

I — aAl, =max|l —al(A)| <1,

where \;(A) is the i-th eigenvalue of A. This implies that (2)
holds under the ¢5-norm.

B. Evaluating Matrix Polynomials

Given a matrix A, a scaling factor « satisfying (2), and an
error tolerance €, we can truncate the Neumann series in (1) at
some d that satisfies (3), yielding an e-approximation of A~!:

PX)=aI+X+X*+...+ X%, (6)

where X = I—aA. We present an efficient evaluation method
specifically tailored for this matrix polynomial.

For simplicity, we assume that o« = 1 and d = 2F for
some positive integer k in (6). For an integer &, let Py(X) =
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X+X?+... +X¢©
Il

X+X*+...+X8 + X3(X+X*+..+X%

I
X+X2+X3+x* + XX +X2+X3+XhH
Il

X+ X? + X3(X +X%)

Fig. 1. Matrix polynomial evaluation method for d = 16.

TABLE I
METHODS FOR EVALUATING THE MATRIX POLYNOMIAL.

Matrix Matrix
Method multiplications multiplications depth
Textbook O(d?) O(d?)
Horner O(d) O(d)
Paterson-Stockmeyer ~ O(~1/d) O(logd)
Ours O(logd) O(logd)

X + X2+4---+ X2 Then we have P(X) = I + P,(X).
Thus, we focus on the evaluation of Py (X). In fact,

Pi(X) = Poa(X) + X7 P (X). @)

To compute P,_1(X), we can continue the recursive pro-
cedure as defined in (7), ultimately reaching the leaf node
Pi(X) =X + X2 Fig. 1 illustrates the process for d = 16.

In summary, evaluating (7) consumes a matrix multiplica-
tion depth of k = O(logd) and a total of 2k — 2 = O(logd)
matrix multiplications. As shown in Table I, this approach
significantly outperforms both Horner’s rule and the Pater-
son—Stockmeyer method [29].

C. Encrypted Matrix Inversion

By combining the Neumann-based approach described in
Section III-A with the matrix polynomial evaluation method
presented in Section III-B, we directly arrive at the following
encrypted matrix inversion algorithm, named Neumann.

The correctness of the algorithm follows directly from
the analysis in the previous two subsections and is thus
omitted here. From Algorithm 1, it is evident that its primary
computational overhead comes from 2(logd — 1) calls to
the JKLS algorithm, with an encrypted matrix multiplicative
depth logd. Recalling the overhead of JKLS (Section II-B),
Algorithm 1 requires 2(3n + 5y/n)(logd — 1) = O(nlogd)
Rots, 2(5n — 1)(logd — 1) + 2 = O(nlogd) CMuls and
2n(logd—1) = O(nlogd) Muls, with 3log d+ 2 = O(log d)
multiplicative depth (logd + 2 Muls and 2logd CMuls).

D. Further Considerations

Here, we propose two extensions of Algorithm 1. First, we
can directly adopt the block matrix multiplication commonly
found in textbooks to invert high-dimensional matrices while
avoiding the large memory requirements and high multiplica-
tive depth of fast algorithms for plain matrix multiplication.
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Algorithm 1 (Neumann)
Input: A ciphertext ct. A that encrypts an n X n matrix A, a
scaling factor « satisfying (2), and an error tolerance
€€ (0,1).
Output: A ciphertext ct.P of a n X n matrix P such that
|A~ - P|| <.
1: Determine the least power-of-two integer d satisfying (3).
2: ct.A < Add(ct.I,CMul(e, ct.A)). > Compute I — aA.
. Initialize ct.P < ct.A and ct.QQ < ct.A. > ct.Q is for
powers of A.
4: for 0 <1 < logd do
5: ct.T + JKLS(ct.P,ct.Q). > See Sec. II-B for JKLS.
6: ct.P + Add(ct.P,ct.T).
7.
8
9

W

if ¢ = 0 then
| ct.Q ¢+ ct.T.
: if 1 <i<logd—1 then
10: | ct.Q <+ JKLS(ct.Q,ct.Q).
11: ct.P + Add(ct.P,ct.I).
12: return ct.P < CMul(q, ct. P).

£ £
r A 1 [ L 1
o - e o I . - A - E - -
- I
A £/n?

Fig. 2. Row-by-row packing and entry-by-entry packing

Second, for inverting smaller-dimensional matrices, we can
fully exploit the SIMD features to pack multiple matrices into
a single ciphertext and perform their inversions in parallel,
thereby reducing the amortized cost per matrix.

Fig. 2 illustrates two different approaches for packing
matrices. In the row-by-row packing, an n X n matrix is
transformed row by row into an n2-dimensional vector. In the
entry-by-entry packing, used in [17]), the ¢ plaintext slots are
evenly partitioned into n? segments, each of size £/n?. Each
segment stores the corresponding element from each of the
¢/n? matrices. Below, we evaluate how these two packing
strategies affect the number of ciphertext operations.

We take NV = 16 and n = 2 as an example. In this setting,
each ciphertext is capable of packing 2 matrices. Suppose that
we want to exchange the two rows of each matrix. As shown
in Fig. 3, for the row-by-row packing, it requires 2 CMuls,
2 Rots, and 1 Add and costs one CMul multiplicative depth,
while for the entry-by-entry packing, it requires only a single
Rot without any multiplicative depth. For the general case,
conclusions remain valid, as shown in Table II. Consequently,
we utilize the entry-by-entry packing as our strategy.

IV. SOLVING LINEAR SYSTEMS

In this section we describe how to solve linear systems in
batch by exploiting the algorithm presented in Section III.

Since the inversion procedure can be carried out without
any interaction, solving single linear systems only requires
one additional matrix vector multiplication. By combining



[a [ a.] ]

CMul (1,1,0,0,1,1,0,0) CMul 0,0,1,1,0,0,1,1)

| 2. [a,] 0 [ 0] [ 0[0]a;[a,] a
Rot_(-) Rot, () Rot, ()
[ 0 0]ala] la;]a.] 00|
Add

Fig. 3. Rotation under different packing strategies

TABLE 11
CoOST FOR JKLS WITH DIFFERENT PACKING METHODS.

Packing Method ~ #CMul  #Mul #Rot Multiplicative depth
Row-by-row ™ n 4n + 5/n 3
Entry-by-entry 5n n 3n+5v/n 3

Algorithm 1 with the packing strategy described in Section
II-D, we achieve batch solving of linear systems Ax = b
summarized in Algorithm 2. Consequently, the entire batch
solving procedure consumes O(n log d) Muls, CMuls and Rots
operations, together with multiplicative depth O(logd).

V. EVALUATION

We employ the CKKS scheme in the SEAL library to
implement all algorithms and compare them with the algorithm
from [15]. We run all experiments on a PC with an Intel Core
17-12700 processor, 32 GB memory, and Ubuntu 20.04.6 LTS
operating system. All codes and matrices used in our test are
open-sourced at https://github.com/ws-allen/Inversion.git.

Unless otherwise specified, the CKKS parameters are set
as follows: the ring degree N is fixed at 2'°; the ciphertext
modulus size logq is set to 60 + L - log A + 60, where L =
3log d+1 is the multiplicative depth required for computation
(including CMul and Mul). The scaling factor used in CKKS
is A = 50. Note that in all tests, the above parameter setting
can achieve a 128-bit security [30].

In addition to the end-to-end running time, we measure the
computational accuracy by the relative error

B | S

RE =

2/ loe
where 2’ denotes the solution obtained from the plaintext
linear systems. All errors reported in the tables are the
maximum relative errors (MRE) or average maximum relative
errors (AMRE) observed across the batch-parallel execution.

Algorithm 2 Solving Linear Systems Ax = b

Input: A ciphertext ct.A encrypting ¢/n? matrices A €
R™*™, scaling factors «, an error tolerance € € (0, 1),
and a ciphertext ct.b encrypting n vectors b € R".
Output: A ciphertext ct.z encrypting ¢/n? vectors = € R"
satisfying £ = A~ 'b.
1: ct.P < Neumann(ct.A, o, €)
2: ct.x < Mul(ct.P,ct.b)
3: return ct.x

TABLE III
ERRORS UNDER DIFFERENT 6.

5 MRE AMRE

§<0.3 5.31 x 1074 5.56 x 10~7

03<6<04 6.03x1073 9.88x 106

04<86<05 46x1072 1.55x 1074

05<86<06 25x1071 1.36x 1073
TABLE IV

THE RESULTS OF DIAGONAL DOMINANT MATRICES

Total Amortized

Dimension Time (s) Time (s) MRE AMRE
4 437 426x107% 1.88x1073 2.38x10°°
8 9.01 3.51x1072 6.71x107% 211x10°5
16 19.59 0.31 5.96x107%  2.59x 1072
32 40.83 2.55 1.58x1075  5.00x 10~
64 87.76 21.94 1.04x1075 5.80x10°°
128 191.06 191.06 4.75x107%  4.75x 106

A. Diagonal Dominant Matrices

To generate n dimensional diagonal dominant matrices, we
construct n X n matrices A whose every element is drawn
uniformly from (0, 1), and then replace every diagonal element
by four times the co-norm of its row. We set § = 0.4, target
accuracy € = 0.01, and choose o = 1/maxi |a;;] —0.001 to
satisfy (4). The multiplicative depth becomes 3logd+1 = 10
with d = 8.

Table IIT represents the impact of different values of § on
the error when computing 1024 matrices in batch with n = 4
and d = 8. The results show that the smaller the value of J,
the higher the accuracy of the outcome.

Table IV summarizes the ciphertext evaluation of Algorithm
2 on diagonal dominant matrices. For the ciphertext of length
¢ = N/2, every evaluation involves £/n? matrices in parallel.
The results show that the proposed algorithm supports matrices
of various dimensions while delivering accuracy sufficient.

B. Real Symmetric Matrices

To generate n dimensional positive definite matrices A,
we first randomly choose diagonal entries to form diagonal
matrices A. Next we sample n X n random matrices and
perform QR decomposition to obtain orthogonal matrices Q.
Finally, we set A = QAQ". For Algorithm 1 we pick
a = 1.1/Amax(A) to satisfy (5). The multiplicative depth is
3logd+ 1 =10 with d = 8.

Table V reports the results of Algorithm 2 on encrypted
positive definite matrices. Both running time and accuracy
differ marginally from results for diagonal dominant matrices.

C. Comparison

This section presents a comparison between the experiments
conducted in this paper and those in [15], using the results on
positive definite matrices for the benchmark.

Table VI compares our implementation with [15]. At a
comparable level of accuracy and dimension, our scheme
incurs significantly lower running time, and the speed-up
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TABLE V
THE RESULTS OF POSITIVE DEFINITE MATRICES.

. . Total Amortized
Dimension Time (s) Time (s) MRE AMRE
4 4.38 4.27x107% 3.08x1073 3.88x10°6
8 8.97 3.50x 1072  6.09x10~% 1.17x10°6
16 19.60 0.31 8.28x107% 2.88x 106
32 40.73 2.54 1.80x 1075 3.61x 10~
64 86.89 21.72 3.53x107% 2.05x10°6
128 189.46 189.46 1.30x 1076 1.30x 10~
TABLE VI
THE COMPARISON OF RESULTS
Method Dimension Level Total Time MRE  Speedup
(s)
Ours 4 10 4.38 10-3
[15] 5 13 5.40 10-4 X123
Ours 8 10 8.97 10-5
[15] 9 21 21.00 -4 X234
Ours 16 10 19.60 10-5
[15] 16 35 286.01 104 x14.59
Ours 32 10 40.73 10-5
[15] 26 55 4309.80 105 x105.80

grows with the matrix dimension. Moreover, our algorithm
supports larger dimensions while keeping the multiplicative
depth constant. In contrast, the depth of [15] is 2n + 3,
forcing it to introduce interaction to avoid bootstrapping as
the dimension increases. Meanwhile, the maximum dimension
only reaches 26.

VI. CONCLUSION

Based on homomorphic encryption, we present a practical
solution for securely solving linear systems Ax = b and thor-
oughly evaluate its overhead and accuracy. We have achieved
batch solution of linear systems with acceptable accuracy and
minimal overhead without interaction, and the performance
basically meets the needs of practical applications.

In future work, we will further optimize the scheme and
consider how to reduce the restrictions on matrix norms to
make the scheme more universal. At the same time, we will
seek a better packing strategy to reduce the consumption
during matrix multiplication and further improve efficiency.
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