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Privacy-Preserving, Eflicient, and Accurate
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Abstract—The swift evolution of artificial intelligence and big
data has dramatically increased data volume and computational
complexity, thereby considerably escalating data storage and
processing costs. As a result, dimensionality reduction has become
an essential phase in data pre-processing. Moreover, due to the
privacy concerns associated with data gathered by various organi-
zations, data sharing is restricted, introducing further challenges
in data analysis and the training of machine learning models.
Consequently, we introduce an innovative privacy-preserving
dimensionality reduction scheme (PP-DR). PP-DR secures partic-
ipant data using homomorphic encryption and eschews intricate
bootstrapping tasks by employing secure interaction protocols,
thereby efficiently performing joint dimensionality reduction on
data shared among all participants. In contrast to current dimen-
sion reduction approaches employing homomorphic encryption,
PP-DR achieves superior computational accuracy with an average
error of only 1x10-8. Additionally, it enhances computational effi-
ciency by 30 to 200 times and reduces communication overhead
by at least 70%. This study underscores the practical feasibility
of secure multi-party collaborative dimension reduction using
homomorphic encryption.

Index Terms—Privacy-preserving, efficient, accurate, dimen-
sionality reduction, homomorphic encryption.

I. INTRODUCTION

IG data is crucial in the contemporary societal and

economic domains, with notable applications in fields
like bio-genetics for purposes such as disease forecasting,
clinical decision processes, and genomic studies. Nonetheless,
due to the high sensitivity of genetic information and the
restriction on public dissemination by data proprietors, many
biomedical organizations, labs, and hospitals face challenges
of inaccuracy stemming from inadequate data volumes or
homogeneous data types when employing their datasets for
model training [1]. Directly sharing data for collaborative
training poses a risk of data leakage and significantly reduces
computational efficiency due to the surge in data dimensions.
Therefore, our primary research focus is achieving secure,
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efficient, and accurate dimension reduction of data under the
participation of multiple parties.

Rank-revealing techniques have garnered sustained interest
in research due to their extensive applicability [2], [3], [4].
These methodologies are designed to extract essential infor-
mation from high-dimensional datasets while maintaining the
integrity of the underlying structures and patterns. By eluci-
dating the low-rank structure of data, rank-revealing methods
serve as powerful instruments for data analysis, compression,
and recovery. Compared to traditional matrix factorization
techniques [5], [6], which often entail significant computa-
tional costs, rank-revealing methods provide more efficient
alternatives. For example, a pioneering low-rank subspace
learning algorithm is introduced in [7], and an algorithm to
calculate the decomposition of the symmetric rank revealed
by a symmetric matrix n X n is detailed in [8]. These applica-
tions underscore the versatility and efficacy of rank-revealing
methods in addressing intricate computational challenges.

As discussed previously, the issues of data sharing and
security are inherent in institutional collaboration. Among the
key privacy-preserving technologies, Differential Privacy (DP)
[9], Federated Learning (FL) [10], Secure Multi-Party Com-
putation (SMPC) [11], and Fully Homomorphic Encryption
(FHE) [12] have found widespread application in domains
such as recommendation systems, cloud computing, and the
Internet of Things. However, in the context of dimensionality
reduction, the errors introduced by differential privacy may
lead to compromised computational accuracy [13]. Further-
more, federated learning necessitates extensive interaction, and
data sparsity exacerbates communication overhead and com-
putational complexity [14], [15]. Additionally, neither of these
approaches is supported by cryptographic security proofs. The
SMPC protocol is frequently employed in collaborative multi-
party settings. However, ensuring participant data security
makes the protocol design inherently complex. It also necessi-
tates extensive interaction among participants for computation,
which notably increases communication overhead, particularly
with a large number of participants [16], [17].

A. Related Work

Fully homomorphic encryption (FHE), as an encryption
scheme, allows data to remain encrypted during the compu-
tation process while ensuring that its computational results
are consistent with those of plaintext computations. Therefore,
it can effectively ensure the privacy and security of data
during storage, transmission, and processing, ensuring that
the integrity of computational results is not contingent upon
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Fig. 1. Two common scenarios. (a) User and Computation Service Provider.
(b) Multi-Users, Computation Service Provider, and Trusted Authority.

introducing noise or specific computation methods. In contrast
to differential privacy, FHE obviates the necessity for noise-
based privacy mechanisms, thereby facilitating computational
results that are both accurate and robust against distortions
arising from noise.

In recent decades, various methodologies have been devel-
oped for data dimensionality reduction using Federated
Learning, Secure Multiparty Computation, and Fully Homo-
morphic Encryption (FHE). FHE schemes are frequently
used in Scenario 1, as illustrated in Fig. la. The privacy-
preserving Singular Value Decomposition (SVD) method
proposed by [18] demonstrates limited applicability to real-
world datasets. Subsequently, a privacy-preserving matrix
factorization technique was implemented in recommendation
systems [19]; however, its single iteration duration of approx-
imately three hours poses significant challenges for practical
implementation. In response to data leakage risks arising from
collusion, [20] introduced a homomorphic encryption-based
SVD method tailored for recommendation systems, drawing
on insights from [21]. In these frameworks, users encrypt and
transmit their data to a computation party, which returns the
results for the user to decrypt. However, in practical scenarios,
the high degree of data sparsity renders the encryption of
the entire dataset computationally intensive and resource-
demanding.

Existing Federated Learning often necessitates a trusted
party to generate parameters, as depicted in Fig. 1b, ensuring
that the computation party cannot access users’ data. For
example, a distributed SVD method based on federated power
was proposed in [22]. The following year, the Federated Singu-
lar Vector Decomposition (FedSVD) method was introduced in
[23], facilitating rapid federated singular value decomposition
of high-dimensional datasets. Additionally, [24] presented a
more efficient and secure version of FedSVD, building upon
prior work [22], [25], [26]. Also, existing multi-party secure
computing schemes require much interaction, resulting in
extremely high communication overhead. For example, it is
mentioned in the scheme proposed by [27] that for the dataset
Lung [28], linear secret sharing-based methods require more
than 60GB of communication overhead. Therefore, significant
challenges remain, including eliminating reliance on fully
trusted servers (or third parties), preventing collusion among
multiple entities, and resolving issues related to low compu-
tational efficiency and excessive communication overhead.
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B. Encrypted SVD: Challenges

Although various FHE-based dimensionality reduction
schemes have been proposed, the fundamental computational
constraints imposed by encrypted-domain operations remain
inadequately addressed. The main algorithmic challenges of
implementing Singular Value Decomposition (SVD) under
homomorphic encryption include:

o Computational Inefficiency: SVD requires iterative pro-
cedures such as power iteration or QR decomposition,
where each step involves multiple matrix—vector mul-
tiplications. In the encrypted setting, these translate
into repeated ciphertext multiplications, rescaling, and
rotations, which are orders of magnitude slower than
plaintext. Bootstrapping can, in principle, reset the accu-
mulated noise budget, but its latency (tens of seconds per
call in typical CKKS software [29]) makes it impractical
for iterative SVD. Hence, although noise growth can be
managed, excessive runtime overhead renders efficiency
the dominant challenge.

e Error Accumulation: SVD requires repeated normaliza-
tion and orthogonalization, involving non-linear functions
(e.g., square roots, divisions) that must be polyno-
mially approximated in CKKS [30], [31], introducing
uncontrolled approximation errors. In addition, CKKS
inherently accumulates rounding noise with multiplicative
depth [30], and prior encrypted PCA studies show that
such errors quickly degrade numerical stability and sin-
gular vector orthogonality [32], [33]. Thus, maintaining
accuracy is a fundamental difficulty.

e Limited Scalability: Encrypted SVD scales poorly with
feature dimension. Although recent schemes attempt to
reduce cost by formulating updates as matrix—vector
multiplications [32], [33], these operations are still carried
out between ciphertexts. As the feature dimension grows,
the number of ciphertext—ciphertext multiplications and
rotations increases proportionally, amplifying both run-
time and approximation error. Prior analyses show that
when feature counts reach the thousands, the combined
overhead in communication and precision loss makes
such approaches impractical [31], [34]. Scalability with
dimensionality thus remains a central bottleneck.

C. Our Contributions

In response to the algorithmic challenges discussed in
the previous subsection, we propose PP-DR, a two-party
privacy-preserving protocol explicitly designed to overcome
these limitations and achieve efficient, accurate dimensional-
ity reduction. Specifically, our contributions consist of three
components that resolve the identified challenges, together
with one additional innovation that extends beyond prior
approaches:

e Efficiency and Trusted Third-Party Independence:
We propose PP-DR, a robust dimensionality reduction
protocol that operates independently without any trusted
third-party intervention. By exclusively performing plain-
text matrix—ciphertext vector operations and carefully

Authorized licensed use limited to: CHENGDU BRANCH OF THE NATIONAL SCIENCE LIBRARY CAS. Downloaded on February 28,2026 at 08:31:27 UTC from IEEE Xplore. Restrictions apply.



YUAN et al.: PRIVACY-PRESERVING, EFFICIENT, AND ACCURATE DIMENSIONALITY REDUCTION

designed masking methods, PP-DR eliminates multiplica-
tive depth growth, avoids bootstrapping, and reduces
each iteration to lightweight rotations and plaintext
multiplications.

e Accuracy Preservation: PP-DR introduces secure two-
party protocols to realize nonlinear steps (e.g., reciprocal
square root for normalization) without relying on poly-
nomial approximations in the ciphertext domain. These
protocols ensure numerical fidelity while keeping all
intermediate values private. Furthermore, by shifting such
nonlinear operations into interactive rounds, the protocol
effectively refreshes ciphertexts and reduces multiplica-
tive depth, thereby mitigating CKKS noise growth and
cumulative precision loss.

e Scalability with High-Dimensional Data: PP-DR main-
tains practicality even when the feature dimension
reaches several thousand. While prior methods must
split high-dimensional vectors across multiple ciphertexts
and perform ciphertext—ciphertext multiplications, our
design keeps all updates in plaintext—ciphertext form.
This reduces both the number of ciphertexts and the
communication bandwidth, enabling near-linear runtime
scaling with feature dimension.

e Ciphertext-Based Termination Criterion: We further
propose a novel method to determine the retained
rank directly from encrypted values, without decryption
or prior negotiation. This ciphertext-only termination
criterion avoids information leakage and eliminates
the inefficiencies of fixed-rank assumptions, represent-
ing a unique advancement beyond existing encrypted
SVD frameworks.

Overall, by integrating principles from Secure Multi-Party
Computation (SMPC), we refine the Rank-revealing algorithm
into a plaintext protocol optimized for multi-party computation
scenarios. Subsequently, we apply the CKKS homomorphic
encryption scheme to securely encrypt this plaintext pro-
tocol. Comprehensive experimental evaluations confirm that
PP-DR significantly surpasses existing solutions regarding
computational efficiency, reduced communication overhead,
and improved accuracy.

This paper is organized as follows: Section II introduces
the notation and the plaintext algorithm, while Section III
delineates our operational scenario and the potential adversary
model. The pivotal Section IV details the designed protocol
and establishes its correctness, with a complete proof of the
protocol’s security provided in Section V. In Section VI, we
present extensive experimental data. Finally, Section VII dis-
cusses potential improvements, culminating in the conclusion
of our study presented in Section VIII.

II. PRELIMINARIES

A. Notations
For all computation protocols, we adopt the following
notations:

e Matrices with m rows and n columns are denoted by
uppercase letters, e.g., X" ynxm,
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e Column vectors of m elements are denoted by lowercase
boldface letters, e.g., u™*D, ytnxh,

e ()7 denotes the transpose of a matrix or vector.

e ||-|| denotes the £, norm of a vector.

e [x] denotes the ceiling function, i.e., the smallest integer
greater than or equal to x.

o Since this scheme adopts the CKKS fully homomorphic
encryption scheme, pk and sk represent the public and
secret keys in CKKS, respectively.

e () denotes the ciphertext of the corresponding plaintext
variable, where the subscript identifies the encrypted
plaintext; e.g., ¢, represents the ciphertext of vector u.

e For a = [a1,as,...,a,] and b = [by,b,,...,b,], the
Hadamard product is defined as
a@bz[al~b1,a2~b2,...,an-bn]. (1)
e The inverse of b is b~ = [b7',b;',...,b;'], and the
element-wise division is given by
- a @ an
ob = | —, =, 2. 2
“ [bl by b,,:| @

e For a concrete value m, i « m means that the value of
m is assigned to i. For an arbitrary distribution P, u < P
means that # is uniformly sampled from P.

B. SVD and Rank-Revealing

SVD is commonly used in dimensionality reduction to map
high-dimensional data into a low-dimensional space. Given a
matrix M € R™" with the assumption of m > n, for SVD
decomposition, we know that

M=UzVT = a'lulvlT + o-zuzvzr 4+ -4 O'Hu,,v: 3)

where U = [uj,uy, - ,u,] e R™™ and V = [v{,vp,--- ,V,] €
R"™*" are left and right orthogonal matrices. Also, ¥ =

l[o1,02,-++,0,] € R™" is a diagonal matrix with non-
negative real numbers on the diagonal and oy > 0 > -+ >
o, = 0.

According to the rank-revealing method [35], if there is a
threshold 6 > 0, the numerical rank of M can be determined,
as well as its numerical range, without calculating the rank-
revealing decomposition. Assuming oy > 03 > -+ 2 0% > 0 >
Ok+1 = +++ = 0, > 0 are nonzero singular values of M, u; is
the unit left singular vector and v; is the unit right singular

vector associated with singular value 0. For i = 1,--- ,k and
k < n, also ul M = ov!, we have
MizululTMJruzuzTMJr--'JruiuiTM 4)

First of all, we set M; = M and o as the largest
singular value of M|, then for M, = M — ululTM, the largest
singular value o of M; is replaced by zero. The second
largest singular value o, of M; becomes M, largest singular
value, and the rank of M, is less than M| by one. In the same
way, through this method, the rank of M3z = M — ululTM -
uulM is equal to k — 2. The third largest singular value
o3 of M| becomes M3 the largest singular value. Thus, we
can determine the number of singular values greater than the
threshold and the matrix’s numerical rank.

As shown in Fig. 2, U = [uy,--- ,u] is left orthogonal
matrices, V = [v,---,v] is right orthogonal matrices. It is
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Fig. 2. Approximate singular value decomposition.

worth noting that the values of the matrix X on the diagonal
diaglo,- - , o0} are still satisfying ooy >0 > --- >0 >0 >
Ok+1 = -+ = 0y, 2 0. Thus, for a given threshold 6, we rewrite
Eq. 3)

M=M;+E &)

where E = 0'k+1uk+1v,{+l + -+ a’nunv,{. We shall call M;
the dominant part and E the noise part of M within the
threshold 6.

Pseudocode 1 Larank
Input : Matrix M € R™*™, numerical rank threshold

0>0
Output: k = ranky(M)
1 Initialize €,, = ||M||oc€machine along with empty
matrices U and V
2 for k=0,1,--- ,n do
3 generate a random unit vector ¥, set (o = 0
4 for j =1,2,--- do
5 setu=M"[y; , —~U(U"y; )] &; =
6 set p=Mz;,v=p—UUTp)
7 calculate ¢ = [[v]l2, y; = % ]
s i (£)% < em or ol <
then
9 | break the j-loop
10 end
11 end
12 | if {; <0 then
13 ‘ break the k-loop
14 end
15 update U = [U, y,]
16 end

To elucidate the method further, we present the original
pseudocode: Larank from [35], as illustrated in Pseudocode 1.
The input consists of an m X n matrix and a threshold 6,
with the output being the numerical rank k& of matrix M.
Specifically, Steps 7-10 assesses the convergence of the
orthogonal vector, while Steps 12-14 evaluates whether the
current result satisfies the specified threshold. Ultimately,
the algorithm produces a set of standard orthonormal basis
vectors {y;,- - ,¥;} for matrix M. This orthonormal basis can
subsequently be employed to reduce the dimensionality of the
original dataset.

In Pseudocode 1, to improve the computational effi-
ciency, it does not apply power iteration of (M — M;)(M —
M)T when calculating the remaining k — 1 singular vec-
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tors. According to the implicit iteration method mentioned
in [35],

(M-M)"y=
(M - Mp)x =

MTy(L=y\y{ == y])
Mx(1—yy{ —---=yy)) (6

where y is a unit vector and x is (M — M;)Ty. Therefore,
computing and storing M, is unnecessary.

C. Cheon-Kim-Kim-Song Cryptosystem

CKKS (Cheon-Kim-Kim-Song) is a Fully Homomor-
phic Encryption scheme explicitly designed for approximate
arithmetic on real and complex numbers. It is particularly
well-suited for machine learning, signal processing, and other
tasks requiring operations on real-valued data, as it allows
for efficient computation while managing noise growth in a
controlled manner. Also, CKKS is based on Ring Learning
with Errors (RLWE), a computational hardness assumption
widely used in lattice-based cryptography. The core idea is
to encode real numbers into polynomials and perform homo-
morphic encryption operations on these polynomials, which
represent the underlying real data. The operations in some of
the CKKS schemes we use are as follows:

e KeyGen(1%): It generates a secret key sk and the corre-
sponding public key pk, where A is security parameter.

e Enc,i(r): It returns a ciphertext ¢, by encrypting
plaintext ¢.

e Decy(c,): It returns an approximate plaintext ¢’ ~ ¢ by
decrypting ciphertext c;.

e EvalAdd(c,,%): ¢, with input as a ciphertext ¢, =
Enc,i(t1) and a plaintext 1, satisfied Decg/(c,,) = t; + .
For simplicity, we denote EvalAdd(c,,, ) by ¢, + t».

e EvalMult(c,,%): ¢, with input as a ciphertext ¢, =
Encpi(t) and a plaintext #,, satisfied Decg(cy,) = t; - 1.
For simplicity, we denote EvalMult(c,,%) by ¢, - t.,
where [+] is inner product.

III. SCENARIO AND ADVERSARY MODEL

This section will explain the protocol usage scenarios, data
partitioning, and potential adversary models.

A. Scenario

As shown in Fig. 3, our scenario involves two parties, A
and B, each possessing m x n dimensional data matrices,
denoted as X" and Y™, respectively. These two data
owners aim to improve the precision of dimensionality reduc-
tion by jointly integrating their respective data samples.

Within our framework, Party A generates the necessary
public-private key pair pk, sk using the CKKS scheme and
encrypts the vector that needs to be transmitted to Party B
using the public key. Since Party A has the private key sk, to
ensure Party B’s data security, it is necessary to add another
masking to the encrypted result vector passed to Party A.
The specific implementation of this masking will be detailed
in Section VI-C. During the calculation of each orthogonal
basis, both parties only share the final converged orthogonal
basis results to ensure data security. After several iterations,
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Fig. 3. Two-party Scenario. Each Party holds a m X n matrix as input.

each party obtains its corresponding left orthogonal matrices,
U, = [ug, - ,uxl] and U, = [up,--- ,up;] respectively.
By vertically combining these matrices, they obtain the final
orthogonal matrix U = [U,; U,], which is then used for
the dimensionality reduction of new data from both parties.
Notably, the entire process operates without the involvement
of any trusted third party or external computing entity. The
security proof of the whole scenario is mainly based on
the real/ideal simulation paradigm [16], [36], [37], [38], and
the detailed proofs of correctness and security are shown in
Section IV and Section V.

B. Adversary Model

Throughout the computational protocol, we operate under
the assumption of a semi-honest adversarial model, where
Party A, responsible for generating the public key, may act
curiously about Party B’s original data without deviating
from the protocol, attempting to infer information from the
received data [16]. While Party B does not transmit its original
data, it retains its confidentiality using the public key. Since
both parties must share the final computational results, there
remains a potential risk of data leakage for Party B. To mitigate
this risk, we introduce perturbations to the data that Party B
transmits to Party A. The security of this approach is formally
proven under the smudge lemma [36] and within the semi-
honest model [16].

IV. PP-DR PROTOCOL DESIGN

As detailed in Pseudocode 1, Steps 4-14 involve numerous
normalization and modulus operations to ensure computational
accuracy, alongside the evaluation of vector convergence and
comparison with a threshold to control algorithm termina-
tion. We have restructured the entire protocol to maintain
precision while avoiding resource-intensive operations such
as “modulus” and “comparison” on the ciphertext. By min-
imizing the interactions required to bypass these operations
under ciphertext, we enhance computational efficiency and
significantly reduce the overall communication overhead by
streamlining the interaction content. Additionally, we have
divided the algorithm into two distinct phases to optimize
efficiency further. The first phase focuses exclusively on
computing the initial eigenvector using the standard power
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iteration method, and the second phase modifies the power
iteration process based on Eq. (6) to calculate the remaining
eigenvectors.

A. Several Utilized Methods

To describe the protocol execution more effectively, we
outline several utilized methods: Initial-Vector Method (M1),
Secure-Addition Method (M2), Secure-Multiplication Method
(M3), and Convergence Method (M4).

1) Initial-Vector Method (M1): Based on the dimension of
the data M the given initial vector dimension is m. To

ensure the accuracy of the calculation results, the initial vectors
(mx1), (mx1)

of both parties need to satisfy: v = [y;"* "y V] with
the constraint that |jv|]| = 1, which implies ||v,|| = |[vp|| = %

M 1 Initial-Vector Method
Input: m
Output: <D
1 generate random vector: y"x1 ¢ Rm*1
2 normalization: M

3 pmxD) — g L p(mx1)

In our model, Party A is assumed to generate a public-
private key pair (pk, sk). Therefore, when Party B sends
interim computational results to Party A, they can be decrypted
with the secret key sk, potentially risking Party B’s data
confidentiality. To counter this, we propose two masking
strategies (M2) and (M3) to protect Party B’s data.

2) Secure-Addition Method (M2): This method secures data
by masking it before Party B transmits it to Party A and
then unmasking it post-decryption to maintain accuracy. We
introduce a random perturbation v"*D « Qm*1  where
Q = [-2!,2/]", and the influence of the value of [ on the
protocol will be discussed in Section VI-B1

M 2 Secure-Addition Method
Input B: ciphertext ¢; < Encp(t)
Output B: plaintext ¢
. C; =c,+v / /v(mxl) — Q(mxl) - [_2l,zl]m
:send ¢; to A
1 t' = Decg(cy)
:send ¢’ to B
t=t —v

DR W -
o> > oW

3) Secure-Multiplication Method (M3): This method intro-
duces masks through the multiplication of corresponding
elements, ensuring the security of the data. And through
Eq. (2), the masks are removed, thereby ensuring the accuracy
of the data.

4) Convergence Method (M4): This method primarily
assesses the convergence of calculation results to decide when
to terminate the iteration. We assess the convergence of the
results by comparing the difference between the outcomes
of two successive iterations against the machine-calculated
precision (€) or a precision specified (itol) by the Party. Let v;
denote the result after the i-th iteration calculation.
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M 3 Secure-Multiplication Method

Protocol 2 Principal Orthogonal Basis (POB)

Input B: ciphertext ¢; < Enc(t)
Output B: plaintext ¢

. Ct — CtOV//v(le) — Q(mxl)
: send c; to A

= Decg(c})

: send t' to B

t=tov’!

[ 21’ 21]m

DR W -

M 4 Convergence

Il’lpllt P V;,V;_1,€, itol
Output: Bool

dif f=|vi— v
if dif f < e then
‘ Bool = True
else
if dif f < itol then
‘ Bool = True
else
‘ Bool
end
end

= False

=TI - 7 BT SR R

o
>

B. Protocol 1: PP-DR

We designate the entire computational protocol as PP-DR,
with detailed specifications provided in Protocol 1. In this
context, matrices X" and Y"*™ represent the original data
of both parties, § denotes the proportion of noise information,
and Ranks indicates the maximum number of ranks that
both parties aim to retain. Upon executing Protocol 1, Party
A initializes all requisite encryption parameters, such as pk
and sk. Subsequently, Party A and Party B execute Protocol 2
to derive the first eigenvector U = [U,; Up] = [#t4;p1].
This is followed by comparing the calculated rank count
with k to determine whether to proceed with Protocol 3.
Finally, Protocol 4 is executed to ascertain the completion of

Protocol 1 PP-DR
Input A : X(mxn)
Input B : ymxn) 9 Ranks
Output B: U2 xk)

1 A: pk, sk + KeyGen(1?)
2 A/B: t41, up1 < Running Protocol 2: POB
B: k=1

4 while £ < Ranks do

5 A/B: ugyp, Uy, < Running Protocol 3: SPOB
6 A/B: Bool < Running Protocol 4: SC

7 if Bool = True then

8 | break the while loop

9 else

10 B: Uy = [Wa1, -, Wak), Up = [Wp1, -+ , U]
11 B: U = [Uy,; Up]

12 k=k+1

13 end

14 end

Input A : X (mxn) pk, sk
Input B : Y(mxn)
Output A: U™V
Output B: U(mXI)

1 AB: w7 W M1 (m)

2 fori <+ 1to t do // t is max iterations
3 B: send y;, = YT uy; to A

4 Az, =X um,ufl‘ziy”,umv:X~ug
5 A ¢y = Encpr(uj)

6 if i = 1 then

7 A: cxy, = Encyp(X - y,)

8 A:send cxy, to B

9 end

10 A: send || @], cy; to B

1 B: wy; < M2 (cyr) or M3 (cy)

12 B: send ||uy;|| to A

13 A/B: wg;, Up; = Uai Ybi

Va2 a2 /| @alP+ |, 2
14 A/B: Bool < M4 (v;,v;_1,¢€,itol)

15 A/B: if Bool = True then

16 A/B: Uq1 = Ugs, Up1 = Up;
17 A/B: U, = [ﬁal]; Uy, = [ﬁbﬂ
18 break the i-loop

19 else

20 continue

21 end

22 end

Protocol 1 and to provide the final result U = [U,; U] =
(@ar; 1, 5 Bk Wpr].

Theorem 1: (Correctness and Security of PP-DR) Let X €
R™>" be Party A’s input, and let ¥ € R™*" together with
parameters 6 and k be Party B’s input. Protocol 1 outputs
U € R*%* to Party B, and Party B then sends U to
Party A. Upon completion of Protocol 1, U is an orthogonal
matrix consisting of approximate eigenvectors of the combined
matrix M € R = [X;Y].

Moreover, under the IND-CPA security of CKKS (based
on the RLWE assumption), the proposed protocol satisfies
semantic security in the semi-honest model, in the sense of
the standard real/ideal simulation paradigm (see Definition 1
in Section V).

C. Protocol 2: Principal Orthogonal Basis.(POB)

In this protocol, Party A and Party B each hold data X""*™
and Y™™ respectively. Party A generates a public-private
key pair: pk, sk. Among them, Step 1: Party A and Party B
generate initialization vectors through M1. Here, Party A only
observes intermediate vectors of the form YTu, generated
during the power iteration used to approximate the dominant
singular vector. The max number of iterations ¢ is typically
much smaller than the data dimension m. Consequently,
Party A’s view is restricted to a short sequence of correlated
projections that characterize only the top eigen-space, which
is information-theoretically insufficient for reconstructing the
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Party B (Y)

|
1 KeyGen === -»>!
oo ___ 1 !
I 1
1 1
Generate: u, Generate: u,, M1
1 1
o R,
- - YT, ,
_____ R
u=X"u, + YTuy, v’ = u/||ull 1
1 1
—————————————————— .
: ¢, = Ency(w) : ______________ >
| CxyTu, = Ency(XYTuy) \ :
o X T L g !
1 .
U, =X-u g, =Y ¢y
T N,
:4' _________________ "l Cuy’ = Cuy, T Vmask :
mmmmdm—ee e e |m ===
=7
1wy = Decg (cz,) :' ----------------- -»! M2
h Wy = Up' — Vimask
:4- ————— Check Convergence =---- ->: M4
Uy = [u,] Uy, = [u]

Fig. 4. Data exchange between A and B and their respective responsibilities

in Protocol. 2.
Party A (X) Party B (Y)
1
Generate:u,, uy M1

1 Ap= 2z, — UpUTz, — U, ULz,
1

_____________________ .
| Caverror = ENCou(XXTBo + X Yerror)
1 €y = Ency(XTA,) | 1
= CxyTy, OUr
€, = Y(cx +YTAp)

1

€24 = Czg error

16,0 = €7, + Vmask

I —
___________ | €2 = €z, + Vmask
T

1z, = Decg (c,,1) : “““

I e > M2
1 2’ = Decg (1) 1 ;
———— r--=-- 24 = 2o ~ Vmask

.

Uy = [Ug 24, ] Uy = [, 2, ...]

Fig. 5. Information exchange and responsibility delegation between Party A
and Party B during one iteration of Protocol. 3.

full matrix Y. Under the semi-honest model, where both
parties follow the protocol, this ensures that ¥ remains hidden.
Steps 6-9: To protect Party B’s data in Protocol. 3 with a
removable special perturbation. Step 11: Party B obtains the
accurate plaintext data by M2 and M3, the influence of the
two methods on the efficiency and accuracy of the protocol
will be discussed in Section VI-C. Steps 14-21: Both Party A
and Party B judge the convergence of the calculation results
through MS5. If the results of both parties have converged, the
results are output. Furthermore, it is noteworthy that through-
out the entire protocol, the multiplication of ciphertexts occurs
only once, resulting in a multiplication depth of one. This
characteristic significantly enhances computational efficiency,
as demonstrated in Section VI.

To clarify the information exchange in Protocol. 2 (POB),
we include an interaction flow diagram as Fig. 4. This diagram
depicts each protocol step and shows the sequence of data
exchanged between Party A and Party B.

1) Correctness: For an arbitrary matrix M € R>"*" and
an initial random vector u € R?"*!, the principal eigenvector
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Feature Feature

o
=
g X m < [u
g
%
2
Y 2md [u — -
@ Horizontally Split
Scenario
L
) Y com g [w
54
"
s——— i~ — &
n 1 n 1

Fig. 6. Experiment data settings.

u is finally obtained by using the power method iteration on
MM? . Then, for our protocol, we divide the original matrix M
into two matrices X € R™*", Y € R™*" and the initial random
vector u into two column vectors u, € R"*!, u, € R™*!,
which is shown in Fig. 6. Then we have:

i\ _ (X 7 v\ [ Ua
(@)-Cem@) o
Each party only needs to calculate their parts separately:
i, = XX u, + XY up
i, =YX u, + YY" up (8)

Consequently, the result # =
eigenvector.

[@2,;31,] is the principal

D. Protocol 3: Sub-Principal Orthogonal Bases

As previously stated, to enhance computational efficiency,
we reformulate the calculation outlined in Protocol 2 following
Eq. (6), as presented in Protocol 3. The matrices X*™ and
Y represent the datasets of each party, Cxy, is a removable
perturbation used to protect the data security of Party B.
Step 1: Unlike Protocol 2, to ensure the data security of
Party B, the generation of the initial vector can only be done
by Party B. Steps 5-12: The ciphertext calculates orthogonal
vectors. It is worth noting that a random perturbation is
introduced here for the purpose of protecting the data security
of Party B. At the same time, through the variable cxy,
generated in Protocol 2, the perturbation is eliminated, thus
ensuring both the security of Party B’s data and the accuracy
of the calculation. Step 14: An orthogonal vector is obtained
securely and accurately through M2 or M3. Step 16: Party B
determines the convergence of the obtained orthogonal vector
through M4. If converged, the iteration is terminated early;
otherwise, the iterative operation continues.

To further clarify the detailed interactions and informa-
tion flow of the Sub-Principal Orthogonal Basis (SPOB)
protocol (Protocol 3), we present a step-by-step interaction
diagram as shown in Fig. 5. The figure explicitly depicts the
distinct roles and data-handling responsibilities of Parties A
and B during each iteration. Compared to the POB proto-
col, it is clearly illustrated that Party B must generate all
the initial vectors. If both parties were to generate initial
vectors independently, Party A could potentially deduce A,
from Aj, consequently compromising Party B’s data privacy.
Furthermore, the figure distinctly shows that Party A can only
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Protocol 3 Sub-Principal Orthogonal Basis (SPOB)
Input A : X(mxn), Uémxk), k. sk
Input B : Y (mxm) g™k ey
Output B: U(Z"X(’”l) Ugnx(k+1)

1 B: z41, zp1 < M1 (m)
2 for j < 1totdo

// t is max iterations

3 B: Aaj = Zaj — UaUgZaj — UaUI;Fij
4 B: Abj = Zp; — Ubngaj — UbUszbj
5| Biycpror = YT (Apj+un Ouy) // up < Q™
6 B: send A, and y; ppp t0 A
7| Arxy=XTAg;
8 A: Zaj_error = X L + X - yj_er'ror
9 A Cayirror = Encpr(Zaj_error)
10 | Al cg; = Encpp(x;)
11 A:send ¢z, .prors Cx; 1O B
12 B: sy = Copjrror — CxXy, © Uy
13 Bicy, =Y -cs; + YYTAbj
14 B: z,;, zbj;_, M2 (cz,; ’zc,,zbj) or M3 (cz,;, Czy;)
15 B: z,; = H?Z;H’ Zpj = ”z—bj”
16 B: Bool <~ M4 (24, Zaj—1, Zbjs Zbj—1, » €, itol)
17 B: if Bool = True then
18 break the j-loop
19 end
20 end
_ Awi - :
2 B: W, = R W = 3
2 B: U, = [Ua,ﬁa ,Up = [Ub,ﬁb]

access plaintext results containing masking, while Party B is
capable of removing the mask to retrieve accurate results.
This interaction design ensures both the confidentiality of the
participating parties’ data and the correctness of the computed
results.

1) Correctness: By incorporating the previously discussed
concepts of rank-revealing techniques, the subsequent singular
vectors are computed as illustrated in Eq. (9).

u=MM (z-UU"7) 9

where, z is the initial random vector, U = [uy,--- ,u;] is the
orthogonal matrix.

As in Protocol. 2, we horizontally split the matrix and
vectors, and we get:

(@) =) v [(5) - () whud ()]

To simplify the formula, we let

(10)

Aa =24~ UaUZZa - UaUZzb

Ay =2, -UpUl'z, - U,U[ 2 (11)
and then, we get:
i, = XXTA, + XYTA,
i, =YX'A, + YYTA, (12)

Therefore, as with Protocol 2, 2 = [u&,;u,]. We assume
that the number of ranks is k, then @, = [@ty; ], U =
(@, @, -- i

IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY, VOL. 21, 2026

For two vectors a and b with identical dimensions, the com-
mutative nature of the Hadamard product implies a®©b = boa.
Thus, cxyrw,ou,) = tr @ Cxyry, » and we have

13)

Cz,; = CXXTA,; T CXYTA,;

Therefore, according to Eq. (13), we realize the operation of
adding and deleting perturbations to the data on the ciphertext,
thus ensuring the security and accuracy of the data.

E. Protocol 4: Stop Criteria

Given the inherent complexity of ciphertext comparison in
fully homomorphic encryption (FHE) and the substantial com-
putational and communication overhead it entails, traditional
approaches to dimensionality reduction typically fall into two
categories: 1) complete decomposition of the data. 2) Pre-
negotiation of the number of features to retain. However, as
the dimensionality of the data increases, the computational
efficiency of complete decomposition degrades significantly.
Likewise, pre-negotiating the number of retained features often
results in inaccurate dimensionality reduction. As a result, it
becomes necessary to compute results for varying numbers
of eigenvalues, further exacerbating the computational burden.
To address these challenges, we introduce the key component
of this protocol 4: the stop criterion. In this protocol, the two
parties first negotiate the proportion 8 of information to be dis-
carded. Following this, they compute the square of the largest
eigenvalue, denoted as ¢,z (the ciphertext of o2 ., following

max?>
Eq. (14), and establish the termination threshold as 6> - 02, ,..
It is important to highlight that, during actual computations,
the maximum singular value (07,,,) corresponds to the first
singular value (o) of the data. Equation (14) outlines how

both parties calculate the singular values collaboratively.

o = 11X ug + Y uyl?

= XTuy 4+ Y up)" XTu, + Yup)

=ul XX u, + 2, YX uy) +u,YYu, (14

Building on the methods outlined in Eq. (14) and Eq. (15),
we devise protocol 4 to define the termination condition.
To maintain security and prevent leakage of sensitive informa-
tion, the protocol ensures that Party B shares only the product
of the difference between the current singular value and the
maximum singular value, masked by a random perturbation
p < P, where P = [0, 2. This guarantees that no additional
information about the individual singular values is disclosed
to the other party.

o< 0.1 0y
o2 <0.01- 02

max
p-(@*-001-02,)<0 (15)

max
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Protocol 4 Stop Criteria (SC)

Input A : X (mxn) pk, sk

Input B : Y(mxn), almh. ﬂlgm“)
Output A: Bool

cog =ul XXTu,, x = XTa,

t Co, = Encpr(0q)

e = Encyp(x)

:send ¢,,, Cx t0 B

cop=ulYY T,

Doz = Cp, +2(UlY - ) + 0y

D Copee =P (Co2 — 07 c2 )
send ¢, to A

P Ores = Decsk(cams)

1 if 0,0 < 0 then

return True

// p+ P

o X T NN R W N -

2—pPpITIIEE>>
®

‘ return False
end

[y
-

Through the method demonstrated in Eq. (15), we can
reliably determine whether the singular values have met the
specified threshold while preserving the confidentiality of both
parties’ data. For instance, when the user sets the stop criterion
at 8 = 10%, the protocol halts if the most recently computed
singular value falls below 10% of the maximum singular
value. In this context, p represents a random positive number
introduced to ensure data security, with the detailed security
analysis provided in Section V-C.

Across Protocols 2-4, the ciphertext multiplication depth
does not exceed three. Consequently, when selecting cipher-
text parameters, we can set the modulus of the polynomial
coeflicients (N) to 8192, significantly enhancing computational
efficiency. A comprehensive discussion of parameter selection
and experimental results is provided in Section VI.

V. SECURITY ANALYSIS

This section conducts a thorough security analysis of the
designed computational protocol. Our system involves only
two participants: Party A and Party B. All operations are based
on the semi-honest adversarial model defined in [16], where
participants adhere to the protocol specifications but remain
curious about the other party’s data. To establish the security
of the entire protocol, we first demonstrate the security of
Protocols 2-4 using Definition 1 and Lemma 1.

According to the framework for secure protocols under
semi-honest assumptions outlined in Definition 7.2.1 in [16],
let f(X,Y) represent the computational function executed
by both parties(f,/»(X,Y) denote the Party A/B of f(X,Y)),
where X,Y are the respective inputs of Party A and Party
B, and IT denotes the protocol they use to compute f jointly.
Furthermore, let view'(X, Y) denote the information each party
receives while executing the IT protocol, excluding the results
they compute.

In this work, we focus solely on deterministic functions f
and simplify the analysis by referencing the deterministic case
in [16]. When f is a deterministic functionality, we assert that

2199

protocol II is a secure computation if it satisfies the conditions
of Definition 1.

Definition 1: (privacy with respect to semi-honest behavior)
If there exist probabilistic polynomial-time algorithms S, and
S for any input X, Y of functionality f, we can say the two-
part protocol IT privately computes f.

{Sa(X, fa(X, Y))}
{Su(Y, fo(X,Y))}

(1158

{view'l(1, X, Y)}
{(view} (1, X, Y)}

(115

(16)

C

where = denotes computational indistinguishability against
probabilistic polynomial-time adversaries with negligible
advantage in the security parameter A.

Furthermore, we introduce the Smudging lemma [36] to
ensure the data security of Party B.

Lemma 1: (Smudging) For the distributions P; = [-Bj, Bi]
and P, = [-B», B;], where B, B, are positive integers. Let
e; < Py and e; <« P,. As long as B;/B, is a negligible
function, the distribution of e, is statistically indistinguishable
from that of e, + e.

A. Security of Protocol 2

To demonstrate the protocol’s security, we need to construct
a simulator first. The protocol is secure if we can prove that
the protocol is computationally indistinguishable between the
view and the simulator.

A’s view is V, = (I,,r,mg), where I, = (X", pk, sk)
are the inputs of A, r represents the outcome of A’s internal
coin tosses, M, = (¥;,Cay; ... llpill) are all the information
obtained by A during the execution of the protocol. Also, to
better illustrate the security, we assume that the initial random
vector ug;‘“) — Om*1 satisfies |juy|| = ‘/75 Let the original
data X0nxm_ yunxm  qmxn where O is selected according
to the actual application scenario.

Given I, U,, we build the simulator S,:

1) -’v‘: — 'ffi'l‘b-;?f — @"Xm,@'; — Omxl

2) Compute IIﬁEII by normalization

3) Encrypt @y oo under CKKS: ¢;

4) Let 7 be random coins for CKKS encryption

5) Output (1,7, mg, U,)

Since matrices Y7, YT « O™ and vectors wuy;, ity —
0™<!1 then y, é:\?;. Similarly,

y. XitYi

il = 1Y - will = ||
' llxi + yill

Il (17)
matrices X, X « O™ and vectors Wy, W, — O™ then
X; éi} and ||&,;|| = ll@yil|. For ciphertext cz,, .. , which appears
to be encrypted with pk but can be decrypted using sk by
Party A, it is necessary to introduce perturbation u, to ensure
that vector u, remains confidential. Let u, « Q" ,Q =
[-2!,2/]. According to Smudging Lemma [36], when  is suffi-
ciently large, we have up; rror = u,, leading to up; epror <— Q™.
Thus, we conclude that the distributions V, = (I;, r,m,) and
S.= (Ia,ffa) are computationally indistinguishable.

Party B is constructed in a similar way as A. Again, for
simplicity of expression, we denote the input of B by [, =
(Y) and all information accepted by Party A during protocol
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execution by my, = (cu;, Cxy,» [#aill). B’s view is V), = (I, r, my)
where r are random internal coin tosses of B. The simulator
S, = I, Up) is shown below:
1) Compute ||l:l;;|| by normalization
2) Encrypt 17,7 and Xy, under CKKS: Cu; and Cxy,
3) 7is random coins for CKKS encryption
4) Output (11,,7’/, ;ﬁ;, Ub)
For Party A, since X « Q™" and ii,;,i}; «— O™*!, then we
have x; =%; and y, =3, so
I = [ B e
gl = I1X - will = [|1X T +3’7II” = Il
The remaining ciphertext variables come from the same dis-
tribution because of the RLWE assumption. So we have,

(18)

S ol Ug) £ Vol rmy)
Syy, Up) = Vi(ly, r, mp) (19)

Thus, we conclude that Protocol 2 is secure in the semi-honest
model.

B. Security of Protocol 3

The proof process is similar to that of Protocol 2, A’s
view is V, = (I, r,m,) where I, = (X,U,, pk, sk), m, =
(Aaj’ yjierror’ C;u,»’ C;,,j .

Given the I, and U,, the simulator S ,:

1) Computed A, = Zo;—U,U! 72~ U Ul Z5pick Zaj, 2 <

@mxl

2) picked yj o, < Q"

3) 7. ¢z, and ¢ are generated by CKKS encryption

4) Output (1,7, n)

The initial random vector z,; and z,; are both sampled from
01, and satisfied ||zg;ll = llzp/ll = %5 Then, U,, U, are
known, so we have &:] = A,j. Also, Party A have secret key to
decrypt the ciphertext E:j and E;; , so according to Smudging
lemma in [36], when the disturbance u,., u,, ani U are picked
from Q™ and [ is sufficiently large, Y%)r’ z i z), ; are also
picked from distribution Q™. Thus, we can say V, and S 4 are
computationally indistinguishable because the corresponding
parameters are randomly taken from the same distribution.
B’s view is V, = (Ip,r,mp), where I, = (¥Y,Up, cxy,),
mp = (CZaLerror’ ij’ z;j’ z;j)'

We build simulator S, by giving I

1) 7.cz,, .., and ¢, are computed from CKKS encryption

system

2) Pick zj;,z),; :Q~

3) Output ([b,f;': U,, Up)

Since the information related to Party A received by
Party B has been encrypted with the public key pk, according
to RLWE, ¢, ,...»¢%, o, and ¢y, Cy, are chosen from the
same distribution. Moreover, the remaining information is
also picked from the same distribution, so V; and S, are
computationally indistinguishable and we have:

Sally) = Vala, 7y my)
Sy, U, Up) = Viy(Iy, 1, my) (20)

Thus, we conclude that Protocol 3 is secure in the semi-honest
model.
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C. Security of Protocol 4
A’s view is V, =
simulator S ,:

(X, pk, sk,r,0.5), we build A’s

1) Compute ¢, =P (Cor — 6% - (2 )P < P

2) 7'is random coins for CKKS encryption

3) Output (X, pk, sk, 7, Bool)

Because p « P,p « P, then if both parties follow the
protocol and compute according to the semi-honest model,
then ¢,,, and ¢, are computationally indistinguishable.
We have:

X7, 0res) = (X, 7, O ey) 21

Thus, we conclude that S ,(X,7, é;(_;l) =V (X, F, Ores)-

B’s view is V, = (Y,#4, 0,1, Cor,, cx) and B’s simulator is
Sy = (Y, 7, ltg, W):

1) Encrypt o, X by CKKS encrytion: ¢, Cx

2) 7 is random coins for CKKS encryption

3) Output (Y,7,¢,.,Cx)

Based on RLWE assumption, ¢,-,, ¢; and EZ , ¢; choose from
the same distribution, we conclude that Protocol 4 is security
in semi-honest model.

S o(X, pk, sk, 7, Bool) = Vu(X, pk, sk, 7, 0 res)

Sp(Y, T lig,tp) = Vo (Y, ligy iy, 7y Copy ) (22)

D. Proof of Theorem 1

As the algorithm is executed sequentially, where the output
of each sub-protocol serves as the input to the subsequent
one, the security of each sub-protocol ensures the overall
security of the entire process. Following the principles of
sequential modular composition outlined in [37], we can con-
fidently assert that the system preserves its security under the
semi-honest adversarial model. Therefore, by integrating the
results from Eq.(19), Eq.(20), and Eq.(22), we establish that
Theorem 1 holds both correctly and securely within the semi-
honest model.

Finally, since all exchanged ciphertexts are generated by
CKKS, under IND-CPA security the ciphertext transcript is
computationally indistinguishable from encryptions of random
messages; combined with the simulators constructed for Pro-
tocols 2—4 and the sequential modular composition, PP-DR
satisfies semantic security in the semi-honest model.

VI. PERFORMANCE EVALUATION

Based on prior protocols, the experimental setup is outlined
as follows: Parties A and B, each with data of equal dimen-
sions, seek to cooperatively implement a privacy-preserving
dimensionality reduction (PP-DR) protocol to improve the
accuracy of data reduction. Since the scenario involves joint
dimensionality reduction, data matrices can be horizontally or
vertically combined depending on user needs.

It is crucial to note that while our protocol eventually
provides only the left orthogonal matrix, the method for
achieving various dimensionality reductions depends solely
on whether the operation is conducted on ATA or AAT.
For example, in a dataset containing samples and features,
using ATA yields a left singular matrix helpful for reducing
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TABLE 1 TABLE II
THEORETICAL OVERHEAD AND COMPUTATION PER-ITERATION COUNTS OF HOMOMORPHIC PRIMITIVES
AND CIPHERTEXTS (CKKS WITH N; SLOTS s=N/2)
Protocol | Method Overhead Computation
M2 (14 1) - Encpr(p) Method Mult. Depth | EvalMult(cs,c;) | EvalMult(cs,0) EvalAdd Comm. (cts)
B L . . +i - [EvalAdd(cy, p) + Decgi(cv)] HPCA [32] >7 ~ [m/s]-[n/s] 0 ~ [m/s]-[n/s] | ~[m/s]-[n/s]
POB w (2rcotmtn+2)+o G+ 1) Encye(d) PP-PCA [33] 13 ~ [n/s] 0 ~ [n/s]? ~ [n/s]°
+i - [BvalMult(cy, p) + Decgy(cy)] PP-DR (ours) <3 0 ~ [m/s] ~ [m/s] ~ [m/s]
M2 7 [2- Encyr(p) + 3 - EvalAdd(cy, p) . i )
SPOB i (oot 3 min) +2 - EvalMult(cy, p) + Decg.(cv)) Notes. Here N is the CKKS polynomial degree and s=N/2 is the number
M3 " J -2+ Enc(p) + 2 - EvalAdd(cy, p) of complex SIMD slots per ciphertext. Comm. (cts) counts ciphertexts sent
+3 - BEvalMult(cy, p) + Dec(cy)] er iteration
sc / 3. 2 - Encpr(p) + 2 - EvalAdd(cy, p) p :
v +3 - EvalMult(cy, p) + Decsi(co))

the dimensionality of features, while applying AAT achieves
dimensionality reduction for the samples. Practically, when
two parties share identical feature data, their sample data
is often combined. Therefore, in this study, the data matrix
M@ g split horizontally into two equally sized matri-
ces, representing the datasets for the participants, as shown
in Fig. 6.

A. Theoretical Analysis

To concretely quantify the computational and communica-
tion overhead of our proposed PP-DR protocol, we provide a
detailed breakdown of its core components in Table I. This
table summarizes the total computation and communication
overhead incurred during a single execution of each sub-
protocol—Principal Orthogonal Basis (POB), Sub-principal
Orthogonal Basis (SPOB), and Stop Criterion (SC)—under
two masking strategies: Secure Addition (M2) and Secure
Multiplication (M3). That is, each entry reflects the cost of
computing one eigenvector under the corresponding protocol
configuration. Here, i and j denote the number of iterations
for Protocol 2 and Protocol 3 respectively, ¢, represents
the ciphertext vector, and m, n are the sample and feature
dimensions of the dataset.

In PP-DR, all ciphertext-related operations involve only
plaintext matrix and ciphertext vector multiplications, with
no ciphertext-ciphertext multiplication or bootstrapping. As a
result, the multiplicative depth is strictly bounded: Protocol 2
incurs a depth of 1, while Protocol 3 reaches at most 3. This
design allows us to safely operate with a small polynomial
modulus degree (N = 8192), significantly improving runtime
and reducing memory usage. Moreover, the ciphertexts trans-
mitted are always vectors, not matrices, leading to reduced
communication overhead.

1) Protocol-Level Efficiency: Protocol POB executes one
secure vector interaction per iteration, followed by a single
encryption and homomorphic addition or multiplication. Pro-
tocol SPOB adds orthogonal projection and masking steps,
resulting in two vector transmissions and two encrypted com-
putations per iteration. Protocol SC is invoked only to check
convergence, incurring minimal cost. In all cases, ciphertext
size remains linear in m, and operations are limited to low-
degree arithmetic circuits.

2) Comparison With Prior Art: We contrast our method
with representative prior work in Table II, reporting per-
iteration counts of the main homomorphic encryption
operations, as well as the number of ciphertexts trans-
mitted, under a fixed CKKS slot size (s = N/2). Prior

schemes such as HPCA [32] and PP-PCA [33] perform a
large number of ciphertext—ciphertext multiplications (on the
order of [m/s]-[n/s] or [n/s]*> per iteration) and trans-
mit entire ciphertext matrices, leading to high computation
and communication costs. In contrast, our PP-DR proto-
col eliminates ciphertext—ciphertext multiplications, reduces
ciphertext—plaintext multiplications and additions to [m/s]
per iteration, and minimizes communication to only [m/s]
ciphertexts, offering substantial efficiency gains.

3) Theoretical Justification for Accuracy: PP-DR achieves
high numerical fidelity by addressing two primary sources of
error in encrypted SVD. First, non-linear steps such as nor-
malization typically require square-root or division operations,
which in prior HE-based PCA schemes are approximated by
polynomials [30], [31]. Such approximations are only accu-
rate within a bounded interval; when inputs fall outside this
range, the approximation error grows rapidly and accumulates
across iterations. PP-DR instead realizes these operations via
secure two-party protocols, ensuring exact results without
polynomial approximation error. Second, CKKS itself is an
approximate scheme: each multiplication consumes precision
and amplifies rounding noise [30]. In prior designs with deep
ciphertext—ciphertext circuits, the precision budget is quickly
exhausted, leading to instability and loss of orthogonality [32],
[33]. By contrast, PP-DR reduces multiplicative depth through
interactive protocols. This shallower circuit depth means that,
under the same polynomial modulus and security parameters,
a larger CKKS scale factor can be selected without exhausting
the noise budget, thereby retaining more significant digits
throughout the computation and markedly improving accuracy.
Together, these mechanisms explain the observed accuracy in
our experiments (e.g., orthogonality errors < 1071%).

PP-DR’s design—featuring shallow homomorphic depth,
minimal communication, and plaintext-heavy computation—
lays a solid theoretical foundation for efficiency and accuracy.
The subsequent sections present experimental results that
substantiate these claims.

B. Experimental Setup and Baselines

We evaluate the performance of PP-DR in terms of com-
putational efficiency, communication overhead, and numerical
accuracy. All implementations were executed in Python using
the TenSEAL library [39] on a personal computer equipped
with an Intel Core i9-12900KF CPU (3.19GHz) and 64GB
RAM. For consistency with prior homomorphic encryption
(HE)-based schemes [32], [33], we disabled multi-threading
and hardware acceleration. All protocols were tested under
the same CKKS encryption parameters.
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TABLE III
CKKS PARAMETER CONFIGURATIONS USED IN OUR EXPERIMENTS
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Configuration N Scale | Slot Capacity | Coeff. Modulus (|Q])
High-Efficiency 8192 | 23 4096 205 bits
High-Dimensional | 16384 | 260 8192 360 bits

Notes. |@Q| denotes the total bit-length (sum) of the coefficient modulus
primes in the CKKS modulus chain used in our implementation. Both
settings are chosen to meet 128-bit classical security (tc128) following the
HE Standard/SEAL security convention.

TABLE IV
SUMMARY OF PERFORMANCE IN PRIOR HE-BASED PCA METHODS

Method Dataset Runtime Orthogonality
HPCA [32] Yale (256x256) | 19.86 mins ]
PP-PCA [33] Yale (165x256) | > 0.62 mins /
K-PCA [42] Yale (128x128) | > 7.36 mins /
DH-PCA [43] | Yale (165x256) 9.61 mins /
PP-DR (ours) | Yale (256x256) < 10 sec <1015

Notes. Runtime values are taken from original papers for reference. Only
PP-DR reports orthogonality accuracy.

1) Parameter Selection and Security Level: The CKKS
parameter configurations adopted in our PP-DR scheme are
summarized in Table III. These settings are chosen to balance
computational efficiency, numerical precision, and crypto-
graphic security (measured by the security parameter A),
following the recommendations of the Homomorphic Encryp-
tion Standardization Workshop [40], [41]. Throughout this
paper, the reported security level A follows the 128-bit classi-
cal security convention (tc128) under the RLWE assumption.

In most experiments, we use a high-efficiency configuration
with polynomial modulus degree N = 8192, scale 2%, and
coefficient modulus size |Q| = 205 bits. This setting supports
multiplicative depth up to 3 and provides 4096 slots, which
is sufficient for medium-dimensional feature vectors, avoiding
ciphertext splitting and minimizing computation latency. For
high-precision or high-dimensional tasks, we adopt a high-
dimensional configuration with N = 16384 and scale 2%,
using coefficient modulus size |Q| = 360 bits and slot capacity
8192. This ensures that feature vectors with dimension >4096
fit entirely in one ciphertext, reducing encoding/decoding
overhead and preserving evaluation efficiency.

In both configurations, perturbation vectors (u,, Uy, Up,) are
uniformly sampled from Q" = [-2/,2/]™, where | = 50 for
N =8192 and [ = 60 for N = 16384. These bounds guarantee
correct decryption and statistical indistinguishability under the
smudging-based security argument detailed in Section V.

2) Prior Methods: Table IV summarizes the reported run-
time and accuracy of representative homomorphic encryption-
based PCA schemes. The results are taken directly from
the original publications, as no official implementations are
publicly available. Consequently, the runtime values should
be interpreted as indicative only, given their dependence on
implementation optimizations and hardware environments.

Among these methods, HPCA [32] is the most widely
adopted baseline and serves as a reference point in multiple
follow-up studies. We therefore reimplemented HPCA in our
environment to enable direct comparison under a unified
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Fig. 7. Computation time per orthogonal basis as the number of samples
increases, under fixed feature dimensions (n € {200, 300, 500}).

setup. Detailed comparisons between PP-DR and HPCA are
presented in Sections VI-D and VI-E. While our empirical per-
formance comparison centers on HPCA, we also include the
reported R? of other schemes, since these measures are largely
independent of platform-specific factors and thus support fair
cross-study evaluation.

3) Scope of Evaluation: The remainder of this section
presents empirical evaluations on both synthetic and real-
world datasets. We assess PP-DR in terms of runtime,
communication volume, and numerical accuracy under vary-
ing dimensions and masking strategies (ADD and MULT).
In real-world evaluations, we focus on direct performance
comparison with HPCA [32]. Other methods from Table IV
are included only in accuracy comparisons using metrics such
as orthogonality and subspace distance. These results validate
the theoretical advantages discussed in Section VI-A.

C. Synthetic Dataset

To evaluate the scalability and efficiency of PP-DR under
varying data dimensions, we conducted two groups of syn-
thetic experiments:

1) Sample Scalability: We fixed the feature size n €
{200, 300, 500} and varied the number of samples m from 1k
to 16k in increments of 0.5k. Each element in the matrix
M e R™" was drawn from [0, 10], with a fixed sparsity
of 0.005 and numerical rank of 100.

2) Feature Scalability: We fixed the sample size at
m = 4096 and increased the number of features n €
{256,512,1024,2048,4096} for N = 8192, and n €
{512, 1024, 2048, 4096, 8192} for N = 16384, to simulate high-
dimensional scenarios.

In both experiments, we compared two perturbation meth-
ods: ADD: perturbation via additive masking; MULT:
perturbation via element-wise multiplication. As shown in
Fig. 7, with increasing sample sizes, the average time to
compute a single orthogonal basis remains under 12 seconds
(for n = 500) with N = 8192, and increases moderately under
higher dimensions with N = 16384. MULT is consistently
slower than ADD due to additional ciphertext operations.

In Fig. 8, the feature-scalability experiments demonstrate
the impact of CKKS encoding limits on PP-DR. With
N = 8192, the scheme efficiently handles up to 4096 features,
requiring at most 0.87 minutes per orthogonal basis under
MULT. With N = 16384, the capacity extends to 8192 features
with runtime under 5.45 minutes. In both cases, the runtime
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TABLE V
PERFORMANCE COMPARISON BETWEEN ADD AND MULT

Time Taken(Sec Overhead(MB

Datasets mo|nop k) N pp MijLT) ADD I\EIUL')I‘
Breast Cancer 560 | 30 | 2 | 8192 | 0.2 1.07 210 | 183
Winequalityred | 1599 | 11 | 3 | 8192 | 1.06 100 | 353 | 300
Wine-quality-white | 4898 | 11 | 3 | 8192 | 1.96 1.08 363 | 3190
Parkinsons 5875 | 16 | 4 | 8192 | 252 | 266 | 513 | 45.1
UR3 CobotOps | 7358 | 20 | 2 | 8192 | 142 173 223 | 198

gap between ADD and MULT widens as the dimension
increases.

The observed linear growth in runtime is consistent with
the theoretical complexity of PP-DR. Given a polynomial
modulus degree N, at most N/2 real slots can be packed
into a ciphertext, matching our experimental limits of 4096
features for N = 8192 and 8192 for N = 16384. Each iteration
performs a plaintext—ciphertext matrix—vector multiplication,
where the plaintext matrix has dimension m x 1 and the
ciphertext vector packs m slots; this results in O(m) homo-
morphic multiplications and additions per iteration. Similarly,
the communication overhead grows linearly with m, since only
[m/(N/2)] ciphertexts are transmitted.

These results confirm that PP-DR scales linearly with the
feature dimension up to the CKKS packing limit, enabling
efficient deployment in high-dimensional applications such as
federated biomedical analysis and large-scale sensor networks.

D. Real Dataset

In addition to utilizing synthetic datasets, we also incorpo-
rated several real datasets to evaluate the performance of our
scheme in comparison with the Homomorphic PCA (HPCA)
scheme [32]. We selected four classification datasets that
align with the test datasets used in HPCA: Winequality-white
[44], Winequality-red [44], Air Quality [45], Parkinsons [46].
Furthermore, we included additional datasets, namely Breast
Cancer [47], UR3 CobotOps [48] datasets. To ensure the con-
sistency of the experiments, the time cost and communication
overhead of PP-DR with two different methods are evaluated
by counting the same number of eigenvalues, with the results
presented in Table V. For each dataset with dimensions m X n,
m denotes the number of samples, and n indicates the number
of features. Let k denote the number of principal components
extracted, and N signify the polynomial modulus degree.

The results in Table V indicate that PP-DR has supe-
rior performance when dealing with lower latitudes, such as
the dataset Breast Cancer [47], with the time for calculat-
ing a principal component being approximately 0.5 seconds
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for both methods. Similarly, for higher-dimensional datasets
like UR3 CobotOps [48], it also has good performance,
with the calculation of a principal component taking about
0.7 seconds. In terms of communication overhead, the average
communication required for calculating a single orthogonal
vector for both methods is approximately 10 MB.

Moreover, we compared the HPCA scheme, with the results
depicted in Fig. 9. The dataset and the number of principal
components used match those in [32]. Due to the greater mul-
tiplication depth of HPCA, the minimum polynomial modulus
degree (N) is 16384. Data in Fig. 9a indicate that PP-DR
increases computational efficiency by 30-40 times, with the
communication overhead being roughly one-third of that of
HPCA, as illustrated in Fig. 9b.

Finally, as seen in Table V and Fig. 9b, the MULT scheme
exhibits lower communication overhead than ADD because
it involves fewer iterations, thus reducing communication
frequency.

E. Error Analysis

To demonstrate that the computational results of our cipher-
text scheme are as accurate as those of the plaintext scheme,
this section thoroughly evaluates the results obtained after
matrix decomposition across various datasets for different
schemes. We mainly utilize the standard Singular Value
Decomposition (SVD) results from the NumPy library as a
benchmark and assess the accuracy of our method alongside
the HPCA calculation results from two perspectives: orthog-
onality and the distance between the subspaces. At the same
time, we also provide the accuracy of the plaintext scheme
Plain-DR that we designed, as detailed in Table VI. Given
that recent schemes [33], [42], [43] are all compared to HPCA
using the R2 score as a metric of accuracy. Consequently, we
have also included the test results in Table VII.

1) Orthogonality: Taking the ADD scheme as an example,
as shown in Table VI, we observe that when N = 8192,
the average orthogonality error of our ciphertext protocol is
4.864 % 10715, while at N = 16384, the average error is
5.655 % 10715, The error of the plaintext protocol is 5.498 x
10713, Therefore, the calculation results of both our designed
encrypted and unencrypted protocols satisfy orthogonality.
However, the outcomes derived from HPCA decomposition
do not fully satisfy orthogonality. The primary reason for
this discrepancy is the substantial cumulative error present in
the ciphertext, which only ensures the accuracy of the initial
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TABLE VI
ACCURACY(ORTH. AND DIST.) EVALUATION BETWEEN ADD, MULT AND HPCA

ADD MULT

Dataset PlainDR N=8102 N=16384 PlainDR N=8102 N=T6384 | HPCA
Breast Cancer dist(S1,S2) | 27010~ [ 6.70+10~8 | 1.08+ 10710 [ 2,52+ 10~ [ 3.99%10~7 | 7.50x10~2 [ 1.4062
II —UTU||2 | 1.78 %1075 | 1.67 %1015 | 1.78 10~ 1% | 2.00 %1075 | 2.00% 1071 | 1.78 x 10~ 15 | 2.5324

Winequality-red dist(S1,52) | 55910711 [ 7.27x10~% | 4.07% 1077 1.99%1077 | 4.01x10=7 | 2.51%107Y | 2.6292
II —UTU||2 | 3.00%10~15 | 2.89 %1015 | 2,92 1071% | 3.01 %x10~15 | 3.01%10~1° | 1.52% 10715 | 2.4491

Winequality-white dist(S1,52) | 2.80%10~10 | 8.19%10~% 3.15% 109 1771078 | 4.01%10~"7 1.98 x 1077 | 2.2861
II —UTU|l2 | 5.44%107 15 | 544 %1015 | 543%1071% | 5.11 %1071 | 533% 10715 | 5.66* 10715 | 2.4495

Parkinsons dist(S1,S2) | 86610710 | 868%10~% [ 1.17x10~ 10 | 1.50% 1077 | 52310~ 7 | 9.57%10~9 | 3.0642

1T —UTU|l2 | 6.44%10715 | 6.33% 10715 | 6.60 107 1% | 6.63% 10715 | 6.45% 10715 | 6.32x 10715 | 3.4641

UR3 CobotOps dist(S1,S2) | 17710715 | 6.66*10~% [ 3.05% 10~ | 1.84%1071° | 3.99% 10~ 7 | 2.81 % 10~1T | 0.9999
II —UTU||2 | 855%10~15 | 7.99% 1015 | 8.22%1071° | 833%10715 | 82210715 | 2.22x1071° | 14142

Air Quality dist(S1, S2) 1.49 1077 7 2.05%10~% | 816107 7 1.51%x10~% | 2.3041

Il —UTU|2 | 7.87%1015 / 7.98 10715 | 8.43 %1071 / 9.66 % 1015 | 2.1399

TABLE VII TABLE VIII
R2 SCORE OF DIFFERENT SCHEMES TIME TAKEN (SEC) BETWEEN MULT AND INV
Datasets | HPCA [32] | K-PCA [42] | DH-PCA [43] | PP-PCA [33] | PP-DR (ours) N Breast Cancer Winequality-red | Winequality-white Parkinsons

MNIST 0.141 / / 0.485 0.505 MULT INV MULT INV MULT INV MULT INV
Yale 0.579 0.581 0.649 0.674 0.711 8192 1.07 6.59 1.09 26.12 1.98 75.75 2.66 130.45
16384 2.79 16.27 2.82 55.23 3.21 185.25 5.09 228.72

calculation results and proves inadequate for the complete
decomposition of matrices.

2) Subspace Distance: There exists an infinite number of
choices for the unit orthogonal basis of a subspace, neces-
sitating the measurement of result accuracy via the distance
between subspaces. A subspace distance approaching zero
indicates that the subspaces nearly coincide, thereby demon-
strating the accuracy of the results. According to the definition
of subspace distance, let §1, S, € R" represent two subspaces
of equal dimension, with their subspace distance defined as
dist(S1,S,) = ||Py — P3|l,. Here, P denotes the orthogonal
projection of S and satisfies PT = (UUT)T = UUT
We utilize the orthogonal matrix obtained from Singular Value
Decomposition (SVD) as a reference standard and compute the
distance between the left orthogonal matrices derived from
various methods and the subspace spanned by the standard
orthogonal matrix. The results presented in Table VI indicate
that when N = 8192, the average subspace distance for the
ADD scheme is 7.5 * 1078, while for the MULT scheme,it
is 425 % 1077, When N = 16384, an increase in the scale
factor corresponds to enhanced calculation accuracy, resulting
in an average subspace distance of 4.65 * 10~ for the ADD
scheme and 2.87 * 1078 for the MULT scheme. Furthermore,
the MULT scheme introduces more errors by ciphertext mul-
tiplication, resulting in slightly lower accuracy than the ADD
scheme.

3) R2 Score: To further demonstrate the enhancement in
accuracy achieved by our proposed scheme, we conducted
a comparative analysis with several similar studies from the
past two years. To ensure result consistency, we selected two
datasets: MNIST [49] and Yale [50], which have been utilized
in the works of HPCA [32], K-PCA [42], PP-PCA [33],
and DH-PCA [43]. As illustrated in Table VII, our scheme
surpasses the currently highest-accuracy method of the same
category, PP-PCA, by improving 0.02 on the MNIST dataset
and 0.037 on the Yale dataset.

VII. EXTENSIONS

In this section, we discuss masking strategy enhancements
and protocol scalability.

In the previously discussed MULT scheme, Party B masks
the intermediate vector # using an element-wise random vector
u,, such that uGu, is transmitted. The random mask is sampled
as u, — Q" where Q" = [-2!,2/]". In practice, the value of
[ is chosen to balance noise growth and encryption parameter
efficiency. The MULT masking scheme achieves strong secu-
rity and high computational efficiency with carefully selected
parameters, as demonstrated in our experimental evaluations.

For scenarios that may require alternative masking
strategies—such as compatibility with other cryptographic
components or enhanced robustness against structured
leakage—we also explore an optional scheme based on invert-
ible matrix multiplication(INV) [23]. In this approach, the
masked vector is obtained by computing Mu, where M €
R™*™ is a randomly generated invertible matrix. After Party A
decrypts the ciphertext containing the masked vector, Party B
applies M~! locally to remove the mask and recover the
correct intermediate result. At no point does Party A gain
access to unmasked data. This method introduces significantly
more computation and communication overhead, as shown
in Table VIII, due to the transition from vector-vector to
matrix-vector operations and the additional ciphertext size.
Moreover, the iterative application of matrix multiplication
may accumulate numerical errors, reducing accuracy.

Although our implementation targets the two-party sce-
nario, the proposed PP-DR protocol is naturally extendable to
N parties. Since the core computation relies on plaintext matrix
and ciphertext vector multiplications, the protocol structure
accommodates partitioned data across multiple participants.
Each party can locally contribute to the iterative computation
using appropriate masking (e.g., MULT or INV), without
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revealing raw data. Alternatively, a multi-key homomorphic
encryption (MKHE) scheme may be employed to support
encrypted computation across parties holding different keys.
The integration of MKHE or more scalable masking protocols
enables collaborative dimensionality reduction among multiple
parties, which we leave as future work.

VIII. CONCLUSION

We introduced PP-DR, a novel CKKS-based homomorphic
encryption dimensionality reduction protocol demonstrating
enhanced computational efficiency, accuracy, and reduced
communication overhead. Our protocol is characterized by
the consistent execution of operations on plaintext matrices
and ciphertext vectors, thereby avoiding the computational
complexities associated with operations between ciphertexts or
matrices, as seen in traditional schemes. Additionally, in con-
trast to prior approaches that necessitated the transmission of
ciphertext matrices, our method only requires the transmission
of ciphertext vectors, significantly minimizing communication
overhead while maintaining data security. From a security
standpoint, our scheme eliminates the reliance on a trusted
third party and addresses the collusion concerns present in
earlier models [21], [23], [24], [25], [26].
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