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Privacy-preserving Transformer inference (PPTI) is essential for deploying Transformer models in sensitive ap-
plication domains, where inference must protect user data while remaining practically usable. In FHE-based
PPTI, encrypted attention remains a major bottleneck due to costly ciphertext rotations and the difficulty of
integrating softmax with matrix operations under compatible packing formats. In this paper, we present ARION,
a non-interactive FHE-based PPTI protocol that protects client-input confidentiality against a semi-honest server
and targets this bottleneck through algorithmic optimization of encrypted attention. First, for the three consec-
utive ciphertext matrix multiplications in multi-head attention, we introduce the double Baby-Step Giant-Step
(Double-BSGS) algorithm, which substantially reduces the number of ciphertext rotations. On BERT-Base, AR-
ION achieves an 82.5% reduction in rotations over the state-of-the-art CPU-based baseline MOAI (ICLR 2026),
corresponding to a 5.7x reduction in rotation count. Second, we propose a linear-nonlinear fusion technique for
softmax evaluation in attention. By decomposing softmax into shift-by-maximum, exponentiation, and reciprocal
sub-steps and integrating them with the surrounding encrypted matrix operations, ARION enables efficient at-
tention evaluation while remaining compatible with practical ciphertext packing formats. We implement ARION
using Lattigo and evaluate attention kernels on representative Transformer models. Controlled experiments using
the same code base and hardware show that Double-BSGS speeds up the attention matrix operations by 1.76-1.89x
across BERT-Tiny, BERT-Base, and LLaMA-3-8B. In a system-level comparison on the same workstation, which
also reflects differences in implementation and configuration, ARION achieves an amortized latency of 224.91 s on
BERT-Base, compared with 622.35s for our reproduction of MOAI, corresponding to a 2.77x speedup. Evaluation
on SST-2, QNLI, and RTE shows that encrypted inference maintains accuracy close to plaintext inference.

1. Introduction

Large language models (LLMs) and other Transformer-based models
are increasingly being deployed in sensitive domains such as healthcare,
finance, and public administration. In these settings, inference often in-
volves private or regulated data, making privacy-preserving deployment
a practical requirement rather than a purely theoretical goal. This de-
mand has driven growing interest in privacy-preserving machine learn-
ing (PPML), especially in secure inference scenarios where the model
service must protect user inputs without sacrificing utility.

Among various PPML techniques, privacy-preserving Transformer
inference (PPTI) has emerged as a key research focus, particularly in
inference scenarios. Existing cryptographic solutions can be broadly cat-
egorized into two classes: multi-party computation (MPC)-based proto-
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cols and fully homomorphic encryption (FHE)-based protocols. While
MPC-based approaches offer strong security guarantees, they typically
suffer from substantial communication overhead and require numerous
rounds of interaction, which makes large-scale deployment challeng-
ing. For example, for BERT-Base (Devlin et al., 2019), a state-of-the-art
MPC-based method, BLB (Xu et al., 2025), incurs approximately 16 GB
of communication per encrypted inference.

FHE (Gentry, 2009), as an encryption scheme that allows arbitrary
computations directly on ciphertexts, provides a solid theoretical foun-
dation for end-to-end secure inference without exposing the underlying
data. One prominent advantage of FHE-based PPTI is its low communi-
cation cost; for instance, NEXUS (Zhang et al., 2025) performs encrypted
inference on BERT-Base with only 0.16 GB of communication. Never-
theless, applying FHE to real-world deep learning inference—especially
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for models like Transformers (Vaswani et al., 2017) that involve exten-
sive matrix computations and complex nonlinear operations—remains
a major computational efficiency bottleneck. For example, the state-of-
the-art FHE-based non-interactive PPTI protocol THOR (CCS’25) (Moon
et al., 2025) requires about 10 minutes on a single GPU to perform
a single encrypted BERT-Base inference on a sequence of 128 tokens.
Even when the model is retrained with polynomial activation functions,
PowerFormer (Park et al., 2025) (ACL’25) still incurs a per-query la-
tency of about 5.74 minutes on a single GPU. A very recent protocol,
MOAI (Zhang et al., 2026), reports amortized per-sequence runtimes of
approximately 9.6 minutes on CPU. Overall, these works have steadily
improved the efficiency of FHE-based non-interactive PPTI protocols,
yet the resulting end-to-end latency remains too high for practical de-
ployment.

1.1. Challenges of FHE in non-interactive PPTI

For non-interactive FHE-based PPTI, one of the main bottlenecks
lies in encrypted attention. Transformer models such as GPT (Radford
et al., 2018), BERT (Devlin et al., 2019), and LLaMA (Grattafiori et al.,
2024) involve extensive matrix computations of different sizes and struc-
tures. In BERT-Base inference, some matrices have dimensions as large
as 3072, and matrix multiplication dominates the cost even in plaintext
execution. Under FHE, this cost becomes substantially more severe. For
example, in NEXUS (Zhang et al., 2025), encrypted matrix computa-
tions account for a large fraction of the total runtime for BERT-Base.
A central difficulty is that encrypted attention involves multiple types
of matrix operations, including ciphertext-plaintext matrix multiplica-
tion (CPMM), ciphertext-ciphertext matrix multiplication (CCMM), and
ciphertext matrix transposition (CMT), often under different ciphertext
packing formats. As a result, the system must jointly optimize arithmetic
cost and packing compatibility. This challenge becomes especially pro-
nounced in the three consecutive matrix multiplications inside multi-
head attention, where reducing ciphertext rotations is critical for im-
proving efficiency.

Moreover, the nonlinear operations within Transformers present sig-
nificant challenges for encrypted inference, particularly the softmax
computation in the attention module. The softmax function involves
multiple nonlinear sub-operations, including maximum value extrac-
tion (max), exponentiation (exp), and reciprocal (1/x). Mainstream FHE-
based implementations for these functions typically rely on polynomial
approximations. Although increasing the polynomial degree can reduce
approximation errors, it simultaneously increases ciphertext noise accu-
mulation, consequently increasing the need for bootstrapping and ulti-
mately degrading performance. Furthermore, the inputs to these non-
linear functions typically originate directly from upstream encrypted
matrix operations, featuring diverse packing formats that are challeng-
ing to integrate seamlessly. Thus, achieving compatibility of ciphertext
packing methods across the intricate interplay of linear and nonlinear
computational steps while maintaining overall computational efficiency
remains a critical technical challenge for applying FHE to PPTIL.

1.2. Contributions

We propose Attention-optimized tRansformer Inference On eN-
crypted data (ARION), an FHE-based non-interactive PPTI protocol for
efficient encrypted Transformer inference. ARION is motivated by the
observation that Transformer inference involves a tightly coupled com-
putation flow of encrypted matrix multiplications, ciphertext packing
formats, and nonlinear function evaluation. Rather than treating these
components as isolated operations, ARION redesigns the core encrypted
computation flow so that linear operations, packing formats, and non-
linear functions can be optimized jointly. Our contributions include:

¢ We propose double Baby-Step Giant-Step (Double-BSGS), an optimized
algorithm for rotation-efficient encrypted attention. Ciphertext ro-
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tations are one of the dominant costs in FHE-based Transformer in-
ference. By exploiting the structured matrix-product flow in atten-
tion, Double-BSGS reduces the dominant rotation complexity from
O(md,H) to O(\/Eth ), where m is the input sequence length, H
is the number of attention heads, and d,, is the dimension of each
head. For BERT-Base, ARION achieves an approximately 82.5% re-
duction in ciphertext rotations, corresponding to a 5.7x smaller ro-
tation count, compared with the state-of-the-art CPU-based base-
line MOAI (Zhang et al., 2026) (Table 3). Furthermore, we evalu-
ate Double-BSGS on DASHformer (Harmanci et al., 2024), showing
that the proposed optimization is applicable beyond standard BERT
models (Table 10).

e We propose a linear-nonlinear fusion technique for packing-
compatible encrypted softmax evaluation. Softmax is difficult to
evaluate under FHE because it is a multivariate nonlinear function
whose normalization term depends on an entire row of encrypted
values; directly approximating the whole function with a polyno-
mial often leads to poor accuracy. To address this issue, we decom-
pose softmax into three tractable sub-steps—shift by max, exponen-
tiation (exp), and reciprocal (1/x)—and integrate them into differ-
ent stages of the encrypted attention pipeline. This design preserves
ciphertext packing while evaluating softmax within the optimized
matrix-product flow and reduces normalization multiplications from
128 to 64 by deferring normalization until after CV'.

e We implement ARION with Lattigo and evaluate it on BERT-Tiny and
BERT-Base. The amortized inference latency is 9.30s for BERT-Tiny
and 224.91s for BERT-Base. 'On the same workstation, our repro-
duction of MOAI requires 622.35s for BERT-Base, giving the com-
plete ARION system a 2.77x end-to-end speedup. Because ARION
and MOAI use different HE libraries, nonlinear approximations, and
evaluation pipelines, this result should be interpreted as a system-
level comparison rather than as a direct measure of Double-BSGS.
Under the controlled setting in Table 6, Double-BSGS speeds up the
attention matrix operations by 1.76-1.89x.

The proposed optimizations target Transformer attention modules
that compute softmax(QK ' /+/d,)V. Attention variants with different
computation patterns may require additional adaptation.

1.3. Limitations

ARION is currently evaluated only on CPUs, and we therefore do not
claim the fastest end-to-end wall-clock performance across all hardware
platforms. In addition, our end-to-end evaluation focuses on BERT-Tiny
and BERT-Base, without full-system validation on larger decoder-only
models. Moreover, autoregressive decoding with a growing KV cache
is not considered in this work, as our evaluation focuses on the atten-
tion computation in the prefill setting. These limitations do not affect
the core contribution of this work, since ARION focuses on algorithmic
optimization for encrypted attention and reduces the dominant rota-
tion complexity from O(md, H) to O(\/Eth ). Combining ARION with
GPU acceleration and extending it to larger end-to-end encrypted Trans-
former inference remain important directions for future work.

2. Related work

Privacy-preserving machine learning (PPML) encompasses a wide
range of research areas, including multi-party computation (MPC), fully
homomorphic encryption (FHE), differential privacy, trusted execution
environments, and federated learning. Among these, MPC and FHE have
received particular attention due to their cryptographic foundations and
provable security guarantees; interested readers are referred to Ng and

1 Our implementation is available at https://github.com/hangenba/Arion.
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Table 1
Comparison of FHE-based non-interactive PPTI protocols for BERT (time in seconds).
Runtime
Protocols Batch Retrain. Flex. Models Platform HE Lib. Tok. per Seq.
PolyTransformer (Zimerman et al., 2024b) X v X BERT-like’ CPU (64)+GPU Helayers (Aharoni et al., 2023) 128 211
FHE-BERT-Tiny (Rovida & Leporati, 2024) X X X BERT-Tiny CPU (8) OpenFHE 40 ~ 600
Tricycle (Lim et al., 2025)* X X X BERT-Tiny CPU (128) OpenFHE (Al Badawi et al., 2022) 44 322
CPU (32) SEAL (Lee et al., 2022; Microsoft, Accessed in July, 2023) 128 857
NEXUS (Zhang et al., 2025) v X X BERT-Base GPU Phantom (Yang et al., 2024) 128 17
THOR (Moon et al., 2025) X X X BERT-Base GPU Liberate.FHE (DESILO, 2023) 128 626
PowerFormer (Park et al., 2025) X v X BERT-Base GPU Liberate.FHE (DESILO, 2023) 128 344
CPU (112) SEAL (Lee et al., 2022; Microsoft, Accessed in July, 2023) 128 574
Zha al., 202 -
MOAI (Zhang et al., 2026) v X v BERT-Base ., Phantom (Yang et al., 2024) 128 141
CPU SEAL (Lee et al., 2022; Microsoft, Accessed in July, 2023) 128 648
Euston (Gao et al., 2026) v X v BERT-Base GPU Phantom (Yang et al., 2024) 128 46
. BERT-Tiny ) ) 128 93
ARION (This work) v X v BERT-Base CPU (64) Lattigo (Tune-Insight, 2025) 128 25

Runtime is reported per sequence. For methods supporting batch inference, we report the amortized runtime over the corresponding batch; otherwise, we report

the runtime of a single sequence execution.

Batch refers to whether the protocol supports processing inference for multiple sequences simultaneously in a single

execution. Retraining indicates whether retraining of the model is required. Flexibility indicates whether the protocol supports sequences of arbitrary token lengths.

CPU (n) indicates that the number of threads used n.
model with 6 Transformer layers and 53.3 million parameters.

Chow (2023), Zeng et al. (2025) and references therein for further read-
ing. Broadly speaking, existing research on privacy-preserving Trans-
former inference (PPTI) can be classified into MPC-based (Li et al., 2023;
Luo et al., 2024; Zeng et al., 2023), hybrid MPC-HE (Cheng et al., 2025;
Hao et al., 2022; Kei & Chow, 2025; Xu et al., 2025), and FHE-based ap-
proaches (Chen et al., 2024, 2022; Gao et al., 2026; Moon et al., 2025;
Rovida & Leporati, 2024; Wang et al., 2026; Zhang et al., 2025, 2026;
Zimerman et al., 2024a,b). MPC-based protocols primarily rely on cryp-
tographic primitives such as secret sharing and oblivious transfer. Hy-
brid MPC-HE methods typically utilize MPC to handle nonlinear compo-
nents of the Transformer (e.g., softmax, GELU, LayerNorm, Tanh), while
employing HE to compute the linear components (e.g., matrix multi-
plications). For a comprehensive discussion of related work, we refer
readers to the recent survey (Li et al., 2025). Here, we mainly focus on
FHE-based PPTI protocols.

2.1. FHE-based PPTI protocols

Table 1 summarizes recent FHE-based non-interactive PPTI protocols
for BERT (Devlin et al., 2019). Note that THE-X (Chen et al., 2022)
also relies only on HE, but requires interaction to evaluate nonlinear
functions such as softmax and GELU. For reference, Table 1 includes
both CPU and GPU implementations. Euston (Gao et al., 2026) reports
46 s on GPU, while ARION achieves 225 s on CPU. We therefore compare
ARION only with CPU-based baselines.

Both PolyTransformer (Zimerman et al., 2024b) and PowerSoft-
max (Zimerman et al., 2024a) follow the approach of replacing acti-
vation functions with polynomial functions, retraining the model, and
then performing encrypted inference. On the one hand, such polynomial
substitution may result in accuracy degradation; on the other hand, re-
training LLMs is extremely costly. In addition, these two works primarily
focus on adapting LLMs to be HE-friendly and are implemented based
on HelLayers (Aharoni et al., 2023). A recent result in this line is Pow-
erFormer (Park et al., 2025), which performs a single encrypted BERT-
Base inference on a single GPU in about 5.74 minutes.

From the perspective of model complexity, both FHE-BERT-Tiny
(Rovida & Leporati, 2024) and Tricycle (Lim et al., 2025) are PPTI pro-
tocols specifically designed for BERT-Tiny. The former employs precom-
puted values for the mean and variance in LayerNorm, while the latter
extends bicyclic encoding (Chen et al., 2025) to tricycle encoding to ac-
celerate matrix computations. NEXUS (Zhang et al., 2025), THOR (Moon
et al., 2025), and MOAI (Zhang et al., 2026) all support encrypted in-
ference for BERT-Base.

« Those are preprints by the submission date of this paper (August 2026).

+ This is a retrained BERT-based

In terms of design goals, existing FHE-based PPTI protocols can be
roughly categorized according to whether they support batch inference,
with both categories leveraging the SIMD capabilities of CKKS. Proto-
cols that do not support batch inference (Lim et al., 2025; Moon et al.,
2025; Park et al., 2025; Rovida & Leporati, 2024) often pack data from
Transformer’s multi-heads into a single ciphertext for SIMD parallelism,
making GPU implementation feasible; however, their runtime typically
increases linearly with the number of sequence tokens, as reported in
(Rovida & Leporati, 2024). Protocols that support batch inference can
process multiple sequences in a single execution (Chen et al., 2024; Gao
et al., 2026; Zhang et al., 2025, 2026). It is worth noting that, although
batch inference typically incurs a longer wall-clock time per execution,
it allows the use of larger batch sizes to amortize the cost of expen-
sive homomorphic operations and thus reduce the average per-sequence
latency. For BERT-Base, representative non-batch and batch protocols
such as THOR (GPU) (Moon et al., 2025) and MOAI (CPU) (Zhang et al.,
2026) require approximately 10 minutes to complete inference on a sin-
gle sequence.

In summary, as shown in Table 1, although FHE-based PPTI pro-
tocols are intrinsically non-interactive, their current efficiency re-
mains insufficient for real-world deployment. ARION presented in
this work significantly narrows this gap, achieving 34.6x and 2.77x
speedups on CPU for encrypted inference on BERT-Tiny and BERT-Base,
respectively.

2.2. What’s new of ARION

From the perspective of attention computation, the protocol most
closely related to ARION is MOAI (Zhang et al., 2026). Both protocols
adopt related data packing strategies to facilitate batch processing, but
ARION differs from MOAI by introducing the Double-BSGS algorithm,
which optimizes the structured matrix-product flow in encrypted atten-
tion. By integrating Double-BSGS with our linear—nonlinear fusion tech-
nique, ARION improves both ciphertext rotation efficiency and packing
compatibility. This design enables the softmax sub-steps, including max-
imum extraction, exponentiation, and reciprocal, to be executed within
the optimized matrix flow. Consequently, ARION maintains high infer-
ence accuracy while significantly improving efficiency. In particular, for
a token length of 128, ARION achieves an 82.5% reduction in ciphertext
rotations compared with MOAL

Additionally, it is worth noting that ARION allows users to specify
the maximum token length for sequences to be inferred. For example,
with the CKKS polynomial ring dimension fixed at N = 2'°, a single
execution of ARION can perform batched encrypted inference for up to
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Table 2
Hyperparameters for BERT variants.

Model L H d d, d, #Params

BERT-Tiny 2 2 128 64 512 4.4M
BERT-Base 12 12 768 64 3072 110M

215~/ sequences, each with a maximum token length of 2/. For BERT, the
maximum token length is 512, i.e., / < 9. This flexibility enables ARION
to efficiently accommodate a wide range of sequence lengths and batch
sizes under practical parameter settings.

Finally, to our best knowledge, our open-source implementation of
ARION is the first end-to-end and non-interactive PPTI protocol im-
plemented with one of the most popular FHE libraries Lattigo (Tune-
Insight, 2025).

3. Preliminaries

All vectors are in row and denoted in bold font. Let 1 be a vector
in which all entries are equal to 1, with its dimension being easily de-
termined from the context. For a positive integer z, [z] is the set of
0,1,...,z—1}.

3.1. Fully homomorphic encryption: The CKKS scheme

We employ the CKKS scheme (Cheon et al., 2017) for approximate
homomorphic arithmetic. CKKS supports SIMD (Single-Instruction-
Multiple-Data) operations, allowing parallel processing of complex vec-
tors packed into a single ciphertext. The scheme provides standard ho-
momorphic operations including addition (Add), multiplication (Mul),
rotation (Rot), and bootstrapping (Bts). CKKS is semantic secure under
the RLWE assumption (Lyubashevsky et al., 2013). For a detailed de-
scription of these primitives and parameters, please refer to Appendix B.

3.2. The BERT model

In this paper, we focus on the inference of Transformer-based large
language models, specifically BERT (Devlin et al., 2019). A standard
Transformer architecture consists of L stacked layers, where each layer
comprises an Attention module and a Feed-Forward Network (FFN).
Here we define the following notations used throughout the paper:

o m: the sequence length (number of tokens).

e d: the hidden size (embedding dimension).

e H: the number of attention heads.

¢ d,: the dimension of each head, typically d, = d/H.
e d,: the dimension of the fully connected layer.

o n: the batch size.

The input to the model is a matrix X € R” (after embedding). For
each attention head, Q, K, and V denote the query, key, and value
matrices, respectively. The core computations involve multi-head atten-
tion mechanisms, layer normalization (LayerNorm), and non-linear ac-
tivation functions (e.g., GELU). The detailed mathematical formulation
of the BERT workflow is provided in Appendix C. The specific hyperpa-
rameters for the BERT variants evaluated in this work (BERT-Tiny and
BERT-Base) are listed in Table 2.

3.3. Matrix multiplication in secure transformer inference

Homomorphic inference over BERT involves a large number of
ciphertext-plaintext matrix multiplications (CPMM) and ciphertext-
ciphertext matrix multiplications (CCMM), which are among the most
intricate components in FHE-based Transformer inference. To support
efficient encrypted attention, ARION adopts a packing strategy based
on column packing and diagonal packing, avoiding frequent conversions
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between different ciphertext packing formats. This strategy is closely re-
lated to the packing design used in MOAI (Zhang et al., 2026), which has
been shown to reduce ciphertext rotations compared with BOLT (Pang
et al., 2024), NEXUS (Zhang et al., 2025), PowerFormer (Park et al.,
2025), and THOR (Moon et al., 2025). Building on this packing direc-
tion, ARION further optimizes the structured matrix-product flow in at-
tention through Double-BSGS and linear-nonlinear fusion. We therefore
first provide a brief overview of the underlying packing approach.

3.3.1. Column packing and diagonal packing

Given a matrix X € R, the column packing of X is defined to be
a set of d ciphertexts, denoted as ct. X,y = {ct.x],...,ctx]  }, where
x,.T is the ith column of X. For a square matrix X € R"™", the diag-
onal packing of X is defined to be a set of m ciphertexts, denoted as
ct.-Xgiap = {ct.dy(X), ... ctd,,_ (X}, where d;(X) is the ith (upper) di-
agonal of X.

3.3.2. C2C CPMM

We first consider ciphertext-plaintext matrix multiplication, where
the input and output ciphertext matrices are all in column packing.
We simply denote it by C2C CPMM. It will be used to compute Q, K,
and V in the attention layer, as well as the linear transformations in
the FFN layer. Given column packing ct. X, of a matrix X € R"*¢ and
W = (w, ;) € R, we have the column packing of XW is ct (X W), =
{ct.(XW); : 0<j<d,} with

ct(XW); = Add,¢(q)(CMul(w, ;. ct.x])). )

W’
This process requires no ciphertext rotations, and applies to other CP-
MMs in ARION.

3.3.3. CC2D CCMM

CC2D CCMM is for ciphertext-ciphertext matrix multiplication,
where the two input matrices are in column packing, while the result-
ing matrix is in diagonal packing. It happens when computing QK,
where Q and K are both in column packing. Let Q = (qoT Ve ,q;h_l) IS
R™dn and K = (k... ’derl) € R™dn, je., q' and k] are the ith
column of Q and K, respectively. Then for i € [m], ct.d;(QK") =
Addxe[dh](Mul(ct.qI, Rot;(ct.k]))), which form the diagonal packing for
OK'.

3.3.4. DC2C CCMM

DC2C CCMM is for ciphertext-ciphertext matrix multiplication,
where the two input matrices are in diagonal packing and column pack-
ing, respectively, while the resulting matrix is in column packing. This
occurs at Eq. (C.1) , where the result of the softmax(-) operation yields
a matrix C € R™" that is multiplied with V € R™“:. At this point, ma-
trix C is in diagonal packing, while matrix V is in column packing. Now
a ciphertext of the jth column of CV can be computed through

ct.(CV); = Adde, (Mul(ct.d,(C), Rot,(ct.v)))), )

where VJT is the jth column of V and j € [d,,].

4. System overview
4.1. System setup and threat model

As shown in Fig. 1, ARION involves two parties: the data owner
(client) and the model owner (server). The client holds n sequences to be
classified. The server holds parameters of a transformer model to supply
inference service. Each sequence is processed via tokenization and po-
sitional embedding, resulting in a matrix X € R"*¢. Given the resulting
tensor of dimension nx m x d as input, ARION performs the following
steps sequentially:

e The client generates a pair of keys (sk, pk) for CKKS, encrypts the
input data using the public key pk, and sends the ciphertexts to the
server.
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Fig. 1. The system architecture of ARION. The hyperparameters are given in Table 2. C2C CPMM is for ciphertext-plaintext matrix multiplication, where the input
and output ciphertext matrices are all in column packing. CC2D CCMM is for ciphertext-ciphertext matrix multiplication, where the two input matrices are in column
packing, while the resulting matrix is in diagonal packing. DC2C CCMM is for ciphertext-ciphertext matrix multiplication, where the two input matrices are in
diagonal packing and column packing, respectively, while the resulting matrix is in column packing. For both column-packed and diagonally-packed matrices, the
packing format is preserved throughout all nonlinear modules, which simplifies ciphertext management and enables efficient downstream computation.

e The server performs encrypted inference of the transformer model
over the ciphertexts and returns the encrypted classification results
to the client. Note that the model parameters are all in plaintext
form.

o The client decrypts to obtain the results of classification.

Since FHE supports arbitrary computation on ciphertexts without de-
cryption, Step Section 4.1) requires no interaction between the client
and the server. Thus, ARION works in a fully non-interactive manner.

We assume that the client and the server are mutually untrusted
but follow the semi-honest (honest-but-curious) adversarial model. That
is, both parties faithfully execute the prescribed steps of the protocol
but may attempt to infer additional information about the other party
from the outputs or any intermediate results. On the one hand, a certain
degree of trust is necessary, as the server is expected to provide inference
services. On the other hand, achieving secure and efficient performance
under the semi-honest model is significantly more practical than under
the malicious model. Therefore, assuming a semi-honest security model
remains a realistic and reasonable approach, as commonly adopted in
prior works (Chen et al., 2024; Moon et al., 2025; Pang et al., 2024;
Park et al., 2025; Zhang et al., 2025, 2026). Although these protocols
do not provide security against malicious adversaries, the client’s input
privacy against a semi-honest server can still be preserved. Our formal
analysis is limited to this guarantee; circuit privacy and model privacy
against the client, which require additional analysis or mechanisms such
as noise flooding, are outside the scope of this work.

4.2. System architecture

Fig. 1 illustrates the system architecture of ARION. For a batch input
X = X, € R™"™4_each nx m slice of X is packed into a single cipher-
text, where n denotes the number of sequences in the batch. Specifically,
the jth ciphertext stores the jth n x m slice of X, with the first » slots
holding the first column of this slice, and so on. This packing strategy

was used for parallel matrix multiplication in (Jiang et al., 2018, § 4.2),
referred to as interleaved batching in MOAI

After encryption, the input data are processed through L Trans-
former layers, as shown in Fig. 1, followed by pooling and classification
to produce the final encrypted output. The main contributions of this
work focus on optimizing the attention module within the Transformer
(the yellow part in Fig. 1), which will be discussed in detail in Section 5.
The proposed attention optimization applies to attention modules that
computesoftmax(QK T /+/d,)V .

Attention variants with different computation patterns require ad-
ditional adaptation. For causal masking, plaintext masks need to be
applied to the corresponding rotated diagonals before exponentiation
and row-wise summation. For grouped-query attention (GQA), the shar-
ing of key/value heads requires changes to head mapping and rotation
scheduling. These extensions are not implemented or evaluated end-to-
end in this work.

5. Optimized attention on encrypted data

The computation in Eq. (C.1) essentially evaluates the expression
A = softmax(QK ")V, 2 where Q, K, and V € R are all encrypted
with column packing. For ease of downstream computations, the result-
ing ciphertexts for A are also required to be in column packing.

In almost all existing FHE-based PPTI protocols, the matrix A is typ-
ically computed in the following three steps:

1. compute B = QK" € R"™",
2. compute C = softmax(B) € R™" and
3. compute A = CV € R"™,

2 For simplicity, we omit the constant factor 1/4/d, inside the softmax . In
practice, this constant can be folded into the weight matrix (e.g., W), and thus
does not affect the correctness or structure of the computation.
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Fig. 2. An illustrative example for (QK")v. p (V) denotes a left rotation of the vector v by j positions. In this example, both Q and K are 4 x 2 matrices, and v is
a four-dimensional row vector, i.e., m = 4 and d, = 2. Given column-packed ciphertexts of Q and K, we first rotate these ciphertexts to with appropriate step sizes
(Step 1), then construct the rotated diagonal vectors of the matrix B = QK (Step 3) that are necessary for the baby-step giant-step (BSGS) algorithm, and finally
apply BSGS to compute the result of (QKT)v (Steps 4-6). Ciphertext rotations are highlighted using blue boxes. In this example, the correct result can be obtained

using only 6 ciphertext rotations; see Section 5.6 for detailed analysis.

To compute A = CV, one can proceed column by column. Specifi-
cally, the jth column of A, denoted aJT, is given by ajT = Cva, where
va is the jth column of matrix V. Assume that the matrix C remains in
diagonal packing. Following the method proposed by Halevi and Shoup
(Halevi & Shoup, 2014) (see Eq. (2)), computing a‘.T requires m cipher-
text rotations. However, Halevi and Shoup also introduced a baby-step
giant-step (BSGS) algorithm (Halevi & Shoup, 2015) that reduces the
number of required ciphertext rotations to O(\/Z) if C is in plaintext
form. The idea is based on the following formula (assuming m = ¢ - k)

2 pik< Z p—ik(dik+j(c))®p/(v)>s 3)

0<i<? 0<j<k

cv' =

where p;(v) denotes the plaintext counterpart of the rotation operation
Rot;(-), i.e., it represents a left rotation of the vector v by j positions.
In principle, the effectiveness of BSGS relies on the assumption that one
can pre-compute Rot_; (d;,;(C)) for all i € [#] and j € [k]. In fact, if ci-
phertexts of Rot_;;(d;,;(C)) can be precomputed, they can be reused
across all Cv, computations for s € [d,], potentially leading to a fur-
ther reduction in the total number of required ciphertext rotations in
attention computation. However, the resulting matrix B is encrypted in
diagonal packing (see § 3.3.3), while the softmax function is applied row
by row (see § C.1 , which gives rise to the following challenges:

¢ Assuming that the softmax computation does not alter the packing
format of B, how to pre-compute all the required ciphertexts of
Rot_;(d;i4,(B)) directly during the evaluation of B = QKT?

e How to design a high-precision (shifted by maximum of rows) and
matrix-level implementation of softmax that preserves the rotated
diagonal packing format of B?

To address these challenges, we propose the Double-BSGS algorithm.
This method generalizes the standard BSGS algorithm for encrypted lin-
ear transformation (Halevi & Shoup, 2014) to optimize the triple ma-
trix multiplication structure inherent in the attention module. We de-
compose the computation of A = softmax(QK ")V into five steps (as in
Fig. 1):

1. Compute rotated ciphertexts of B= QK € R™": This step takes Q
and K as ciphertexts in column packing and outputs ciphertexts of
ROt (dypy ;(B)).

2. Shift the rotated ciphertexts of B by maximum: This step updates
b; ; = b; ; — max(b;) and ciphertexts of Rot_;; (d;, ;(B)), where b; is the
ith row of B.

3. Compute C =exp(B): This step applies the exponential function
component-wise to each element of B without altering its packing
format, i.e., the outputs are ciphertexts of Rot_;; (d;;.,;(C)).

4. Compute A = CV: For each column v; of ¥, we apply the BSGS algo-
rithm to compute Cv;, yielding ciphertexts of A in column packing.

5. Normalization: Compute A = (s') ® A, where s = (s;) € R” is a vec-
tor whose ith component is given by s, = 1/ ¥, ¢; ;, with C = (¢; ;) =
exp(B).

W2

After execution of the five steps above, the ith row of the output
matrix A can then be written as

1

a=s,-¢-V= - c; - V = softmax((b),) - V, (&)
j th

where ¢; and b; are the ith row of C = exp(QK") and B = QK", re-
spectively. Therefore, the output is mathematically equivalent to A =
softmax(QK ")V . In the following, we provide a detailed explanation of
each step. (To aid understanding the CCMM part of the above procedure,
we present an illustrative example in Fig. 2.) From now on, we assume
that m < k - ¢ for some positive integers k and ¢ with k ~ ¢ ~ \/Z

5.1. Multiplying Q and K"

Given that Q € R™“» and K € R™ are both encrypted using col-
umn packing, Algorithm 1 is designed to compute the ciphertexts of
pix(d;;(B)), where B = QKT, i € [£], and j € [k].

Proposition 1. Algorithm 1 is correct and requires at most (k + ¢ — 2)d;, ~
2(\/E — 1)d,, ciphertext rotations, assuming k ~ ¢ ~ \/Z

All proofs in this section can be found in Appendix D.
5.2. Shifting B by maximum

To prevent overflow during the computation of softmax, it is com-
mon to use the shifted formulation softmax(x) = softmax(x — x,,) With
Xmax = MaX;e((x;). However, it is well known that computing the
maximum in encrypted form is highly challenging. Therefore, both
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Algorithm 1 Rotated ciphertexts of diagonals of B = QK.

Input: (ct.q,),gq, and (ct.k,) g4, > Where g, and k; are the s-th
column of Q € R™“ and K € R™ ¢ respectively.

Output: ct.p_,(d;;(B)) fori € [£]and j € [k], where B =
OK"andm<k-?¢.

1: for s € [d,] do

2: for j € [k] do

3 L Compute ct.p;(k,) < Rot;(ct.k;).

4: fori €[] do // Only for giant steps

5: | | Compute ct.p_,(q,) < Rot_;,(ct.q,).

6

7

8

// Only for baby steps

: fori € [£]do

for j € [k] do
Compute ct.p_y(dy,;(B)) as
Add,,. ) (Mul (ct.p_;(qy), ct.p_;(k,))).

NEXUS (Zhang et al., 2025) and MOAI (Zhang et al., 2026) approxi-
max Using a pre-defined constant c. If ¢ is too small, overflow may
still occur; if ¢ is too large, the computed softmax values are nearly all
close to zero.

In a very recent work (Lim et al., 2025), Lim et al. introduced a sta-
tistical maximum estimation technique into the PPTI setting. This method
allows for a fast and accurate estimation of the expected maximum. In
particular, if xg, x,,...,x,,_, are o2-subgaussian random variables (not
necessarily independent) with mean y, then we have

ElXpo] < g+ V2Inm-o. %)

Furthermore, this upper bound is tight up to a constant; see, e.g., ( van
Handel, 2016, page 50). Lim et al. (2025) utilized this bound to estimate
the maximum of an encrypted vector. To avoid computing square roots,
they approximate the standard deviation as ¢ ~ 1.25+ 0.1 - 62 for ¢2 €
(0, 100).

However, the input vectors to the max function may not always sat-
isfy a o2-subgaussian distribution. Therefore, we adjust the coefficient
in Eq. (5) and instead adopt the following formula:

ElXpax] < p+ ko Vinm - o, (6)

Here, k., is an empirical constant determined from the training data.
For example, on the SST-2 dataset, we obtain k., ~ 0.944. It is cali-
brated once on the plaintext training set and then fixed as a public
parameter before inference. Neither the validation set nor the client’s
private input is used in this process, which is consistent with our threat
model that protects the client’s inference data. In addition, we approxi-
mate the standard deviation & using 1.25 + 0.1 - 62, which is the degree-1

mate x

minimax polynomial approximation of \/} over (0, 100). The approxi-
mation guarantee applies when the row variance lies in (0, 100). Outside
this interval, its accuracy is not guaranteed; in our evaluation, the ob-
served row variances remain within this range.

5.2.1. Row-wise summation from rotated diagonal encoding

Algorithm 2 Row-wise summation from rotated diagonals.
Input: ct.p_,(d;,,;(B))fori € [¢]and j € [k], where B € R™"
andm < k-?.
Output: ct.s with s = (¥, b, ))icim-
I: fori € [£]do
2 ctt; « Addg(ct.p_, (dy,;(B))).
3: ct.s « Add,ci,(Rot, (ct.t))).

Proposition 2. Algorithm 2 is correct and requires at most £ = \/ﬁ ci-
Dhertext rotations, assuming k ~ ¢ ~ \/ﬁ
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Recall that after the execution of Algorithm 1, we obtain rotated ci-
phertexts of diagonals of B, i.e., ct.p_i(djyy;(B)) fori € [/]and j € [k].
However, computing max(b;) using Eq. (6) requires row-wise summation
to obtain both the mean y and the variance ¢>. We present the following
algorithm to deal with this problem.

5.2.2. Shifting B by statistical maximum estimation

We now consider using Eq. (6) as an approximation of the vector
maximum. Under the constraint that both the rotation step sizes and
the diagonal packing format remain unchanged, we subtract the cor-
responding approximate maximum vector from each rotated diagonal
vector of matrix B to prepare the inputs for the subsequent exponential
function evaluation.

Algorithm 3 Shifting B by E(max(B)).
Input: ct.p_,(d;,;(B))fori € [f]and j € [k], where B € R™",
m < k - £; a parameter k.

Output: ct.p_,.k(d,.k+j(B’)) fori € [£] and j € [k], where
B = (b;,,-) = (b;; — g;), and g is the upper bound on
E(max; (b, ;)) from Eq. (6).

1: Calling Algorithm 2 with ct.p_;, (d
J € [k] as inputs returns ct.s.

(B)) fori € [/] and

ik+j
. ct.u < CMul (i,ct.s). // u: the mean vector
: fori e [/]do
ct.u; < CMul (—1,Rot_y (ct.p)).
for j € [k] do
ct.p_y(dy, (T)) < Add (ct.p_y(dy,,(B)).ct.u;).
Update ct.p_; (d,;,;(T)) to its square.
: Calling Algorithm 2 with ct.p_;, (d
Jj € [k] as inputs returns ct.(mc?).
9: ct.o? « CMul (i,ct.(mo-z))
10: ct.o « Add (1.25,CMul (0.1,ct.c?)).

11: ct.g « Add (ct,u,CMuI <kmaX Vinm, ct.o)).
12: fori € [£] do
13: | ctg; « CMul (—1,Rot_;(ct.g)).
14: for j € [k] do
15: Compute ct.p_;, (d,,;(B")) as
Add (ct.p_, (d;,,;(B)).ct.g,).

A A o

(T)) fori € [£] and

ik+j

5 .
// 6-: the variance vector

Proposition 3. Algorithm 3 is correct and requires at most 4¢ ~ 4\/Z
ciphertext rotations, assuming k ~ £ ~ \/E

5.3. Exponential evaluation

After shifting B by the statistical maximum, the input domain of the
function exp(x) is contained within the interval lexps> SQY leyp = [—60, 15].
3 Therefore, we focus on approximating exp(x) over the interval lexp:

Our evaluation on SST-2 shows that approximately 5% of the shifted
attention scores remain positive, with the maximum value remaining
below 14.7. These values are therefore covered by the approximation
interval lexp = [=60, 15].

Approximate exp(x) by (1 + x/2")?" with r = 7 or 8, which costs r + 1
multiplicative depths (one CMul for computing x/2", followed by r Muls
to raise the result to the 2"th power). This method has been used in
many FHE-based PPTI protocols, e.g., NEXUS (Zhang et al., 2025), MOAI
(Zhang et al., 2026) and Tricycle (Lim et al., 2025). Over the interval
lexps the maximum absolute error (MAE) can exceed 1.12 x 10°.

3 Eq. (6) provides only a statistical estimate of the maximum and therefore
does not guarantee that the entries of B — E(max(B)), i.e., the inputs to exp(x),
are bounded from above by zero.
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To obtain a numerically more stable approximation for computa-
tion, one may adopt Chebyshev basis interpolation for the exponential
function. This approach has been widely used in homomorphic encryp-
tion. For example, Chen, Chillotti, and Song (Chen et al., 2019) applied
this technique in the context of CKKS bootstrapping and proposed a
Paterson-Stockmeyer-style (Paterson & Stockmeyer, 1973) method to
efficiently evaluate Chebyshev-based polynomials over ciphertexts. In
particular, we use a polynomial of degree 44 with Chebyshev basis to
approximate exp(x) over lexp-

The resulting maximum absolute error, maXyey,,, [pas(x) — exp(x)|, is

approximately 1.05 x 10~ over lexp = [=60, 15]. Evaluating this polyno-
mial requires 7 multiplicative depths.

Algorithm 4 Rotated ciphertexts of diagonals of C = exp(B).
Input: ct.p_,(d;,;(B))fori € [/]and j € [k], where B € R™"
andm <k 7.
Output: ct.pf,.k(d,.kJrj(C)) fori € [£] and j € [k], where C =
exp(B).
1: fori € [£] do
2: for j € [k] do
3: Invoking the algorithm presented in [5, §4.3] to evalu-
ate the Chebyshev-based polynomial for exp with input
as ct.p_, (d;,;(B)) returns ct.p_;, (d;, ;,(C)).

Proposition 4. Algorithm 4 is correct and requires no ciphertext rotations.

5.4. Compute CV

At this point, we have completed the construction of the cipher-
texts of P_ik(dijey;(O)), where C = exp(B) € R™™_ Recall that the ma-
trix V € R"™4n, Algorithm 5 computes the ciphertexts of the product
CV in column packing. Algorithms 1 and 5 together define the com-
plete Double-BSGS procedure. Here, “Double-BSGS” refers to applying
BSGS to the two encrypted matrix multiplications before and after Soft-
max, rather than the double-hoisting BSGS in ORION (Ebel et al., 2025),
which targets rotation optimization within a single linear transforma-
tion.

Proposition 5. Algorithm 5 is correct and requires at most (k + ¢ — 2)d,, =
2(\/E — 1)d,, ciphertext rotations, assuming k ~ £ ~ \/E

Algorithm 5 Ciphertexts of A = CV in column packing.

Input: ct.p_,(d;,,;(C)), where C € R™", m < k-¢,i € [/],
and j € [k]; column-packed ciphertexts of V' € R"h:
{ctyg, ... ,ct.vdTh_] }.

Output: {ct.&g, ,ct.&dTrl }, i.e., column-packed ciphertexts of
A=cCv.
1: for s € [d,] do
2: for j € [k] do
3: L ct.pj(vs) — Rotj(ct.vs).
4 fori € [/] do
5 L Compute ct.t; as:
Add; ¢, (Mul(et.p_; (dyy, (), ct.p;(v)))).
ct.al « Add,,(Rot;  (ct.t,))

a

5.5. Normalization

At this point, one final step remains to complete the computation of
A = softmax(QKT)V. As shown in Eq. (4), this step essentially multi-

plies each row of A by the ciphertext of the scalar 5 lc , where C =
Jj ot

(c; ;)= exp(QKT). This functionality is implemented by Algorithm 6.
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We remark that Steps 1-2 in Algorithm 6 could, in principle, be
moved immediately after Algorithm 4, since their computations depend
only on the outputs ct.p_;; (d;; ;(C)) returned by Algorithm 4. However,
such reordering is not recommended for Steps 3 and 4. The reason is that
the outputs of Algorithm 4 are ciphertexts of rotated diagonals d;, ;(C),
where the rotation step sizes vary with (i, j). As a result, multiplying
these ciphertexts directly with ct.s would not yield the correct normal-
ization result. For example, when i = 1 and j = 0, Algorithm 4 produces
the ciphertext ct.p_; (d,(C)), which must be multiplied with Rot_, (ct.s) to
ensure correctness. This implies that an additional # — 1 rotations must
be applied to ct.s. Furthermore, completing the normalization would
then require m = 128 ciphertext multiplications. In contrast, by follow-
ing Algorithm 6 as designed—delaying normalization until after the CV
computation—only d,, = 64 ciphertext multiplications are needed. This
optimization justifies our decision to defer normalization.

Algorithm 6 Normalization.

Input: Ciphertexts of A = exp(QKT)V € R"™d in column
packing: {ct.a], ... ,ct.&;h_1 }; the outputs of Algorithm 4,
ie., ct.p_y (dy,;(C)) with C = exp(QKT) for i € [£] and
Jj € k], wherem <k-¢.

Output: Ciphertexts of A = softmax(QKT)V € R™ in column

packing: {ct.a, ... ,ct.a;h_1 }.

1: Calling Algorithm 2 with ct.p_,(d,,;(C)) for i € [£] and
J € [k] as inputs, returns ct.s. /s = (Z/ i ielm]

2: Computing the inverse of each component of s using a Cheby-
shev polynomial approximation followed by two iterations of
the Goldschmidt algorithm [17] yields the ciphertext ct.s «
ct.((1/s,);)-

3: fori € [d,] do

| cta] « Mul(ct.s,ct.a)).

I

Proposition 6. Algorithm 6 is correct and requires at most ¢ — 1 ciphertext
rotations. Assuming ¢ ~ \/Z, this is approximately \/E — 1 rotations.

5.6. Analysis of our solution for attention

By cascading Algorithm 1 through Algorithm 6, we obtain our
complete solution for encrypted attention computation. Given column-
packed ciphertexts of Q, K, and V as input, the module outputs column-
packed ciphertexts of A = softmax(QKT)V. This computation is re-
peated H times within each Transformer layer. We now count the total
number of ciphertext rotations required to perform H computation of
this module over » input sequences, each of length m and embedding
dimension d in Table 3.

As shown in Table 3, the complexity of MOAI is dominated by linear
terms of the sequence length m, resulting in O(md;, H) rotations. In con-
trast, ARION leverages the Double-BSGS algorithm to reduce this com-
plexity to O(y/md,, H). Specifically, for BERT-Base under a CKKS con-
figuration with ring dimension N = 2!, ARION reduces the number of
ciphertext rotations by approximately 82.5% compared with MOAIL

To contextualize this improvement within the broader landscape, we
benchmark ARION against prominent protocols including BOLT (Pang
et al., 2024), NEXUS (Zhang et al., 2025), PowerFormer (Park et al.,
2025), and THOR (Moon et al., 2025). Table 4 summarizes the total
rotation overhead across all 12 layers of BERT-Base. Note that BOLT
and PowerFormer utilize high-order approximations. Furthermore, un-
like THOR and PowerFormer which reflect single-sequence costs, the
remaining protocols (including ARION) leverage batch inference to re-
port amortized overheads.

BOLT and NEXUS incur high overheads. PowerFormer and THOR
target single-sequence inference, with ciphertext rotation counts that
scale quadratically and linearly with m, respectively. ARION requires
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Table 3
Comparison of ciphertext rotations required by CCMM in computing
softmax(QKT)V for all H heads in one Transformer layer.

MOAI (Zhang et al., 2026) ARION (Ours)

Eq. No. Eq. No.
B=0K" md, H 98304 2¢/md,H 18 432
B — max(B) - - 4y/mH 576
C = exp(B) 0 0 0 0
A=cv (m+2y/md,H 116736  2y/md,H 18 432
Normalization 0 0 \mH 144
Total (H heads)  2(m++/m)d,H 215040  (4d, +5)\/mH 37 584
Per Sequence 74('”]\‘(;:‘1""' 840 Gy H10)ym H,\;:” v 147

[*] Since MOAI (Zhang et al., 2026) uses a pre-defined constant as the
estimation of max(B), no ciphertext rotations are needed. For m = 128,
we use k = £ = 12 and skip the remaining 16 positions outside the valid
range. The reported rotation counts are conservative upper bounds. The
per-sequence counts are obtained by dividing the batch-level counts by
n= N/2m) = 256.

Table 4
Total required ciphertext rotations for attention computation (L layers, H
heads) on BERT-Base.

Protocols Equation Total
BOLT' (Pang et al., 2024) (1802 4 4mH logm +2mH)L > 556 334
NEXUS?* (Zhang et al., 2025) 2 (md + md, H +2d*)L 786 432
PowerFormer' (Park et al., 2025) (L‘gmd“ + HT\/'; 4 BmHy g > 178 020
THOR (Moon et al., 2025) (Gm? + T2 4 28 g,)1 14 926
MOAT* (Zhang et al., 2026) e il 10 080
ARION (Ours)* 8, 1410 p 1764

N/m
The formulas are based on (Moon et al., 2025, Tab. 4) and Zhang et al. (2026).

The parameters are identical to those in Table 3. The equation is a high-
order approximation. # Costs are amortized over the batch.

substantially fewer rotations than all these methods for encrypted at-
tention computation, reducing the asymptotic rotation count by at least
a factor of y/m.

5.7. Feed-forward and classification layers

After the attention module, since each ciphertext is column-packed,
the concatenation step requires no additional operation (as shown in
Fig. 1); all concatenated data can be accessed directly by indexing the ci-
phertexts. Moreover, outside the attention module, all linear operations
are ciphertext-plaintext matrix multiplications (CPMM), with both input
and output ciphertexts in column packing. Therefore, the C2C CPMM
method described in Section 3.3.2 can be directly applied, without any
ciphertext rotations.

Regarding the non-linear operations involved in these layers (in-
cluding 1/\/§ in LayerNorm, GELU in FFN, and Tanh in Classification),
we employ high-precision Chebyshev polynomial approximations com-
bined with Newton iterations. The detailed implementation strategies
and specific approximation parameters are provided in Appendix E.

At this point, every computational module involved in Fig. 1 has
been instantiated with a concrete solution, and we refer to the resulting
PPTI protocol as ARION.

6. Security analysis

We analyze the security of ARION under the semi-honest adversary
model. The protocol relies on the underlying CKKS scheme, which offers
provable IND-CPA security under the RLWE assumption (Cheon et al.,
2017). Since the server performs all inference operations, including ma-
trix multiplications and non-linear approximations, exclusively on ci-
phertexts without access to the client’s secret key, its view is computa-
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tionally indistinguishable from that obtained using an encrypted dummy
input of the same dimensions. We provide a rigorous formal proof based
on the simulation paradigm in Appendix G.

For approximate homomorphic encryption, standard IND-CPA secu-
rity does not fully capture scenarios where an adversary can observe ap-
proximate decryption results. Li and Micciancio (Li & Micciancio, 2021)
formalized this setting through IND-CPAP security, and Cheon et al.
(2020) further analyzed its relevance to practical CKKS deployments.
In ARION, the server only observes CKKS ciphertexts and never obtains
decrypted inference results. The client decrypts the output using its own
secret key and does not reveal the plaintext result to the server. There-
fore, the IND-CPAP key-recovery setting does not provide the server
with additional information about the client’s input. Since IND-CPA se-
curity does not imply circuit privacy and ARION does not apply noise
flooding, circuit privacy and cryptographic model privacy against the
client are outside the scope of this work.

7. Implementation

We implemented ARION using the CKKS scheme in the homomor-
phic encryption library Lattigo (Tune-Insight, 2025), covering all mod-
ules in Fig. 1 and all features described above. To the best of our knowl-
edge, this is the first PPTI protocol based on Lattigo, which supports
end-to-end, non-interactive encrypted inference for both BERT-Tiny and
BERT-Base.

7.1. Additional features

To maximize performance and versatility, our implementation in-
corporates several additional features. These include minimizing multi-
plicative depth through mathematical folding of constants, accelerating
ciphertext rotations via the Hoisting technique (Halevi & Shoup, 2018),
and employing task-level parallelization to mask latency in the normal-
ization step. Furthermore, we designed a flexible batching strategy that
adapts to different token lengths. Detailed descriptions of these features
are provided in Appendix F.

7.2. Bootstrapping placement

In each Transformer layer, we use five bootstrapping operations in
total: one within the attention module, one after the attention module,
and three surrounding the two LayerNorm operations (after LayerNorm-
1, before and after LayerNorm-2). Compared to MOAI, we use one addi-
tional bootstrapping operation. This is mainly because we employ sta-
tistical maximum estimation instead of a predefined constant, result-
ing in a wider input range for the exp function, which in turn requires
higher-degree polynomial approximations for both exp and 1/x. While
this incurs additional computational cost, it preserves information of the
actual data distribution (e.g., mean and standard deviation). As will be
shown in the next section, despite this extra cost, ARION is still faster
than MOAL

8. Evaluation
8.1. Setup

All experiments in this section were conducted on a workstation
equipped with two Intel Xeon 6530 CPUs (32 x 2 cores at 2.1 GHz) and
1TB of system memory. For the CKKS parameters, we fixed the ring
dimension at N =29, set the remaining number of levels after boot-
strapping to 14, and configured the modulus chain such that log QO = 58
(last modulus) +45 - 14 (for 14 levels), with log P = 60 - 4 for relineariza-
tion and key switching. The scaling factor A satisfies log A ~ 45. The
bootstrapping parameters are derived from the standard configuration
provided by Lattigo v6.1.1 (Tune-Insight, 2025). We retain its sparse
ternary secret with Hamming weight 192, ephemeral sparse ternary
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Table 5
TCMM with and without Double-BSGS.

(m,d) Double-BSGS Rot Time (s) Total Time (s)
without 7.26 13.59
2,64 with 2.28 8.75
without 14.79 27.33
(64.69) with 3.21 16.61
without 29.85 54.43
(128,64 with 4.81 31.44
without 59.13 109.88
(256,64) with 6.82 61.22

Results are obtained using CKKS in Lattigo with log N =
13, log g = 190, and log A = 40.

secret with Hamming weight 32, and default discrete Gaussian error
distribution with standard deviation 3.2 and truncation bound 19.2.
The bootstrapping configuration uses {42 x 3}-bit moduli for Slots-to-
Coefficients, {60 x 11}-bit moduli for EvalMod, and {58 x 4}-bit moduli
for Coefficients-to-Slots. Under this setting, the total modulus at boot-
strapping satisfies log(Q P) = 1749. According to the latest Lattice Esti-
mator (Albrecht et al., 2015), these parameters achieve a 128-bit security
level.

Classification accuracy is evaluated on the full development sets of
SST-2, QNLI, and RTE from the GLUE benchmark (Wang et al., 2018).
The calibration parameter k,,, is determined only from plaintext train-
ing data and fixed before inference. We assume a semi-honest server,
with the secret key held exclusively by the client, and guarantee client-
input confidentiality only.

8.2. Micro-benchmarks

8.2.1. Double-BSGS for three ciphertexts matrix multiplication (TCMM)

To evaluate the performance improvement of the Double-BSGS al-
gorithm, we consider three ciphertexts matrix multiplication (TCMM).
Let Q, K, and V be matrices of the same dimension m X d. Given their
ciphertexts in column-packing, the goal is to compute the ciphertexts in
column-packing of QKTV. In Table 5, we give a comparison between
the method without (used in MOAI Zhang et al., 2026) and with (used in
ARION) Double-BSGS for TCMM, where d is fixed to 64. All experiments
are run on a single-thread.

As shown in Table 5, for the “without” method, both the time con-
sumed by Rot operations and the total runtime exhibit a clear linear
relationship with respect to m. In contrast, for the “with” method, al-
though the total runtime still increases linearly with m, the growth in
Rot time is much slower, resulting in the performance gap between the
two methods also growing linearly with m. Notably, when m = 256, the
Double-BSGS algorithm saves approximately 88.5% in ciphertext rota-
tion time and 44.3% in total runtime.

8.2.2. Performance on matrix operations in attention layer in
multi-threaded environment

To assess performance in a practical setting, we measured the total
runtime of matrix operations for a single encrypted attention layer us-
ing multi-threaded execution. The evaluation covers three typical LLMs:
BERT-Tiny, BERT-Base, and LLaMA-3-8B.

As summarized in Table 6, Double-BSGS achieves a consistent
speedup of 1.76-1.89x for attention matrix operations across the evalu-
ated models. For LLaMA-3-8B, the runtime of these operations is reduced
from 10051.2s to 5694.1s. This experiment evaluates only the attention
matrix operations and does not represent end-to-end LLaMA-3-8B in-
ference. RoPE transforms Q and K before attention score computation
but does not change the matrix product structure optimized by Double-
BSGS. Therefore, Double-BSGS remains applicable to larger models with
the same attention structure, provided that other operations do not alter
this matrix-product form.
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Table 6
Runtime of matrix operations in one encrypted attention layer in a
multi-threaded environment.

Model Without D-BSGS (s) ~ With D-BSGS (s)  Speedup
BERT-Tiny 365.5 196.8 1.86x
BERT-Base 2239.3 1184.4 1.89x
LLaMA-3-8B"  10051.2 5694.1 1.76x%

The input sequence length is fixed at m = 128 for all experiments.
The reported runtimes represent the total time to process a batch
of n =256 inputs using 64 threads. 1 Refers to the LLaMA-3-8B
architecture with hidden size d = 4096 and heads H = 32.

Table 7
Accuracy on the GLUE development sets.
Model Evaluation SST-2 QNLI RTE
Plaintext inference 81.31% 78.69% 60.29%
. Encrypted inference  81.42% 78.66%  59.93%
BERT-TINY  Match count 871 5455 274
Mismatch count 1 8 3
Plaintext inference 92.66% 91.12% 70.40%
Encrypted inference  92.09% 90.66%  69.31%
BERT-B:
RTBase  yratch count 861 5336 274
Mismatch count 11 127 3

8.3. End-to-end performance

We evaluate encrypted inference accuracy on three representative
classification tasks: QNLI, which determines whether a context sentence
answers a given question; RTE, which tests whether a premise entails a
hypothesis; and SST-2, which assesses the sentiment polarity of movie
reviews. These benchmarks enable reliable assessment of inference cor-
rectness under fine-tuned model conditions.

8.3.1. Accuracy

For BERT-Tiny, we evaluate ARION using both the pretrained model
and models fine-tuned on QNLI, RTE, and SST-2. We report classifica-
tion accuracy on the full development sets of QNLI, RTE, and SST-2
for both BERT-Tiny and BERT-Base. For this evaluation, the encrypted
pooler output is decrypted, and the classification head is subsequently
evaluated in plaintext. For BERT-Base, we additionally evaluate layer-
wise numerical accuracy by comparing ARION with our reproduction of
MOAI without fine-tuning.

BERT-tiny. As shown in Fig. 3, the absolute mean errors across Layer
0, Layer 1, and the pooler remain consistently low for all variants,
with most values below 5 x 107*. Although the QNLI-finetuned model
exhibits slightly higher errors, they remain within a negligible range.
These results confirm that ARION maintains high numerical fidelity
throughout the encrypted inference process. As a result, the logits pro-
duced by ARION remain close to their plaintext counterparts, leading to
nearly identical classification results in most cases. We report the agree-
ment over the full development sets in Table 7. We provide concrete ex-
amples of input sentences and their corresponding logits in Appendix H.

BERT-base. Fig. 4 compares the numerical stability of ARION and MOAI
across all 12 layers. ARION demonstrates superior stability, maintain-
ing mean errors close to zero with a tight interquartile range. Even after
the 12th layer, the error remains bounded within approximately +0.005.
In contrast, MOALI exhibits significant error accumulation, with its error
range expanding to nearly +0.1 after the seventh layer. This comparison
highlights ARION’s ability to preserve high precision during deep en-
crypted inference. The layer-wise errors of MOAI in Fig. 4 are obtained
from our own reproduction and exhibit similar trends to those reported
in Zhang et al. (2026).

Table 7 reports the classification accuracy of BERT-Tiny and BERT-
Base on the full development sets of SST-2, QNLI, and RTE. Across



L. Yang et al.

Table 8
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BERT encrypted inference on n = 256 inputs with m = 128 tokens (amortized over » inputs in seconds).

Data Dimension -

BERT-Tiny

BERT-Base

Module Operations Number of Executions  Tricycle (Lim et al,, 2025) *  ARION  MOAI ' (Zhang et al., 2026) ~ ARION
CPMM (R™*d 5 Réxdny . 3H L 14.5 0.07 39.46 13.35
CCMM (R™n x RI<my . HL 10.7 1.16 51.13 24.28
max R™™). HL 0.03 0.57
. mximy
Attention exp ) (R™my . HL 14.2 0.16 41.12 3.29
CCMM + Bts+Reciprocal ~ (R™" x R"™dv) . H L, 0.25 5.01
Bts R™). L 1.76 106.04 32.89
CPMM (R4 5 Réxdy. [, 2.1 0.03 1.83 5.20
Self Output  LayerNorm-1 R™dy. L 8.2 0.06 0.48 0.43
Bts R™). L 1.67 106.81 33.29
CPMM (R™d 5 Ré¥dry . L, 0.08 51.61 19.80
GELU (R"™dry. L 0.47 3.85 14.70
FFN CPMM (R™ds x RIr*dy. [, 13.2 0.02 7.05 4.89
Bts (R™dy . L, 1.76 106.41 33.49
Final LayerNorm-2 (R™dy. L 9.0 0.04 0.49 0.41
Bts (R™dy. [, 234.6 1.74 106.06 33.13
Total 322.0 9.30 622.35 224.91

Parameters apart from n and m can be found in Table 2. The CCMM + Bts+Reciprocal entry includes the fifth bootstrapping operation in
each ARION layer. Since this bootstrapping is applied to a single ciphertext, its runtime is reported together with the surrounding CCMM

and reciprocal computations.

«The data for Tricycle are borrowed from Lim et al. (2025), where the last Bts is the sum of all bootstrapping
time. In addition, the time is not amortized since Tricycle does not support batch inference.

+The MOAI results are obtained by running

its publicly available implementation on the same machine used to evaluate ARION. For reference, Zhang et al. (2026) reports an amortized
end-to-end latency of 574.6s. The 41.12s entry includes both softmax and CCMM. In addition, MOAI performs its first Bts immediately before

LayerNorm-1, whereas ARION performs it at a different stage.

runtime.
-3
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Fig. 3. Absolute mean error of Layer 0, Layer 1, and the Pooler across BERT-
Tiny models.
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Fig. 4. Full layer-wise error propagation in BERT-Base.

all three tasks, encrypted inference remains close to the corresponding
plaintext results, with only a small number of prediction mismatches.

8.3.2. Runtime

Table 8 reports the component-wise latency of encrypted inference
for BERT-Tiny and BERT-Base under the ARION framework, together
with comparisons against state-of-the-art CPU-based baselines. The AR-
ION results are measured using 64 threads. For BERT-Base, we repro-
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Including the encrypted pooler adds 0.12 s per inference to the reported ARION

duce MOAI on the same workstation using its original 112 thread con-
figuration.

For BERT-Tiny, ARION reduces the amortized per-sample inference
time by 34.6x relative to the state-of-the-art CPU-based baseline re-
ported by Lim et al. (2025) (Tricycle). For BERT-Base, our reproduc-
tion of MOAI has an amortized latency of 622.35 s, while ARION requires
224.91s on the same workstation, corresponding to a 2.77x end-to-end
speedup.

MOAI is implemented using SEAL, whereas ARION is built on Lat-
tigo. The results in Table 8 should therefore be viewed as a com-
parison between two complete systems rather than as a direct abla-
tion of Double-BSGS. The two systems also differ in several aspects
of their encrypted inference pipelines. Similar to NEXUS, MOAI ap-
proximates the maximum attention score using a fixed constant, while
ARION uses statistical maximum estimation, which requires a more
complex attention computation. In addition, MOAI uses 112 threads,
whereas ARION uses 64 threads. The two systems also require differ-
ent maximum multiplicative depths: MOAI requires 15 levels, whereas
ARION requires 14. This lower depth allows ARION to use a shorter
modulus chain, reducing the cost of the underlying FHE operations.
The reduction results from the overall computational design of AR-
ION and the scheduling of operations throughout the encrypted in-
ference pipeline, and should therefore be regarded as a system-level
optimization. The two systems also differ in their nonlinear polyno-
mial approximations, bootstrapping implementations, and evaluation
pipelines. As a result, the 2.77x end-to-end speedup reflects the com-
bined effects of these system-level differences and should not be at-
tributed solely to Double-BSGS or linear-nonlinear fusion. We instead
quantify the contribution of Double-BSGS using the controlled exper-
iments in Tables 5 and 6, which show a 1.76-1.89x speedup for the
attention matrix operations under the same code base and hardware
configuration.

8.3.3. Memory

For the BERT-Base configuration with m = 128, log N = 16, and boot-
strapping enabled, the complete serialized key material occupies ap-
proximately 34.78 GB, including the public, secret, relinearization, ro-
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Table 9
Latency of ARION-encrypted BERT-Tiny inference under
varying maximum token lengths.
Max Token Length ~ Batch Size ~ Amortized Runtime (s)
16 2048 1.06
32 1024 2.21
64 512 4.46
128 256 9.30
Table 10

Performance of encrypted DASHformer inference.

Solution Bts Memory Total Time  Amortized Time
Bossuat-I (Bossuat, 2024) 76 58 890 5.46
Bossuat-II (Bossuat, 2024) 58 56 624 3.83
Ours 0 29 165 1.01

Memory is reported in GB. Total Time and Amortized Time are reported in
seconds.

tation, and bootstrapping keys. The encrypted input incurs an average
client communication cost of approximately 42 MB per sequence.

During BERT-Base inference, ARION reaches a peak server memory
consumption of approximately 600 GB with 64 threads, whereas our re-
production of MOAI requires approximately 800 GB under its original
112 thread configuration on the same workstation. These peak measure-
ments include the evaluation keys, ciphertexts, and intermediate results
allocated throughout the complete inference process.

8.4. Token-length flexibility

To further evaluate scalability across different input sizes, Table 9 re-
ports the average per-input latency of BERT-Tiny inference under vary-
ing maximum token lengths, ranging from 16 to 128. It is important to
note that the latency in each configuration reflects the cost associated
with the maximum token length, regardless of the actual number of to-
kens in a given input. As long as the input sequence does not exceed
this maximum, the per-input latency remains constant. This configura-
tion yields predictable runtime behavior and enables efficient handling
of variable-length inputs within a bounded computational budget. These
characteristics validate the practicality of ARION in real-world scenarios
where input lengths may vary.

8.5. Evaluation on DASHformer

To demonstrate the applicability of ARION beyond standard NLP
tasks, we further evaluate the proposed optimization on DASHformer, a
compact BERT-based model for protein sequence classification in the
iDASH24 benchmark (Harmanci et al., 2024). DASHformer has one
Transformer layer with hidden dimension d = 128 and sequence length
m = 50, providing an evaluation scenario for encrypted Transformer in-
ference on biomedical sequence data.

As shown in Table 10, ARION completes inference for 163 encrypted
protein sequences of length 50 in 165 s, resulting in an amortized runtime
of approximately 1 s per sequence. The encrypted inference achieves a
micro-AUC of 0.99 on the iDASH24 benchmark, with prediction per-
formance close to the original DASHformer model. For comparison,
the official DASHformer submission reports a micro-AUC of 0.97 on
the iDASH24 validation set. Compared with the results of the Bossuat
team reported in the official iDASH24 report (Harmanci et al., 2024),
ARION achieves a 3.78x speedup. The implementation of the Bossuat
team is publicly available through a GitHub repository (Bossuat, 2024)
rather than a peer-reviewed publication. This improvement is mainly at-
tributed to the proposed attention optimization and a reduction in mul-
tiplicative depth to 10, which enable leveled homomorphic evaluation
without expensive bootstrapping.
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The achieved latency indicates that ARION can support practical per-
sample encrypted inference scenarios, where sensitive protein sequences
can be analyzed while keeping the underlying biological data confiden-
tial. Although this runtime does not represent a complete clinical diag-
nostic pipeline, it provides a practical reference for privacy preserving
protein sequence analysis and demonstrates the feasibility of applying
homomorphic Transformer models to biomedical applications.

9. Conclusion

We present ARION, an efficient, non-interactive FHE-based PPTI
protocol that addresses rotation overhead and packing constraints in
encrypted attention. Our main contributions are Double-BSGS, which
reduces rotations across consecutive encrypted matrix multiplications,
and linear-nonlinear fusion, which integrates softmax evaluation into
the matrix-product flow while preserving packing compatibility. On
BERT-Base, ARION reduces the rotation count by 82.5% compared with
MOAL Controlled experiments in Table 6 show a 1.76-1.89x speedup for
attention matrix operations. With our thread-level parallel implementa-
tion, our open-source system achieves encrypted inference speedups of
34.6x on BERT-Tiny and 2.77x on BERT-Base compared with Tricycle
and our reproduction of MOALI, respectively. These end-to-end results
are system-level comparisons and should not be attributed solely to our
attention optimization. Evaluation on SST-2, QNLI, and RTE shows ac-
curacy close to that of plaintext inference, and the DASHformer exper-
iment demonstrates applicability to encrypted protein sequence classi-
fication. Since Double-BSGS targets the standard attention computation
softmax(QK”/ \/d_h)l/, the same optimization can be applied to Trans-
former architectures that use this attention form. Future work will ex-
plore GPU acceleration and extend ARION to larger Transformer models,
with support for causal masking, grouped-query attention, and autore-
gressive decoding.
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Abbreviation Full form or meaning Abbreviation  Full form or meaning
ARION Attention-optimized transformer inference on encrypted data GQA Grouped-Query Attention
AUC Area Under the Curve HE Homomorphic Encryption
BERT Bidirectional Encoder Representations from Transformers IND-CPA Indistinguishability under Chosen-Plaintext Attack
BSGS Baby-Step Giant-Step IND-CPAP IND-CPA security with exposure to approximate decryption results
Double-BSGS ~ Double Baby-Step Giant-Step KV Key and Value
Cc2C Column packing to column packing LLM Large Language Model
CC2D Column and column packing to diagonal packing MPC Multi-Party Computation
DC2C Diagonal and column packing to column packing NLP Natural Language Processing
CCMM Ciphertext-Ciphertext Matrix Multiplication PPML Privacy-Preserving Machine Learning
CKKS Cheon-Kim-Kim-Song PPTI Privacy-Preserving Transformer Inference
CMT Ciphertext Matrix Transposition QNLI Question Natural Language Inference
CPMM Ciphertext-Plaintext Matrix Multiplication RLWE Ring Learning With Errors
CPU Central Processing Unit RNS Residue Number System
FFN Feed-Forward Network RoPE Rotary Position Embedding
FHE Fully Homomorphic Encryption RTE Recognizing Textual Entailment
GELU Gaussian Error Linear Unit SIMD Single Instruction, Multiple Data
GLUE General Language Understanding Evaluation SST-2 Stanford Sentiment Treebank, binary classification
GPT Generative Pretrained Transformer TCMM Triple Ciphertext Matrix Multiplication
GPU Graphics Processing Unit
Appendix B. The CKKS scheme C.1. Attention

The Cheon-Kim-Kim-Song scheme (CKKS) (Cheon et al., 2017) is one
of the most popular fully homomorphic encryption (FHE) schemes for
PPML since it supports approximate arithmetic operations. In CKKS, the
plaintext space is a subset of R = Z[X]/(X™ + 1) while messages are com-
plex vectors in CN/2, where N is a power-of-two integer. The ciphertext
space of CKKS is R/qR with a large integer ¢, called ciphertext mod-
ulus. CKKS naturally supports single-instruction-multiple-data (SIMD)
operations, i.e., performing an operation on a ciphertext corresponds
to performing the same operation on N /2 slots of m in parallel. For
x = (x;)o<i<n/2 @and y = (¥)ogi<n 2> let ctx and ct.y be the ciphertext
encrypted by CKKS under the same public key. CKKS supports the fol-
lowing basic operations:

e Add(ct.x,ct.y): Dec(Add(ct.x,ct.y)) ~ x + y, where Dec is the decryp-
tion of CKKS.

Mul(ct.x, ct.y): Dec(Mul(ct.x, ct.y)) ~ x © y, where © is for component-
wise multiplication.

CMul(m, ct.x): Dec(CMul(m, ct.x)) ~ m © x, where m is a message in
c’.

Rot, (ct.x) converts ct.x = Enc(xy, ..., Xy /2-1) into a new ciphertext
Enc(X, .- XN /2-1 X0s -- s X4—1)- Rot costs no multiplicative depths,
but requires key-switching.

Bts(ct.x): The noise in CKKS ciphertexts increases with the compu-
tational depth, especially the multiplicative depth. Once the noise
exceeds a certain threshold, correct decryption is no longer possible.
Therefore, a bootstrapping operation Bts(ct.x) must be performed to
reduce the noise before this threshold is reached. It returns a cipher-
text of the same plaintext x, which is refreshed to support further
operations.

CKKS is IND-CPA secure under the RLWE assumption (Lyubashevsky
et al., 2013). In practical applications, how to minimize the required
multiplicative depth (less Bts) and reduce the required Rot (less key-
switching) are usually the central problems.

Appendix C. Workflow of BERT

Assume that the input data is X, € R™ after embedding and posi-
tional encoding, where m is the length of tokens and d is the hidden size
(or model dimension). Let L be the number of transformer layers and H
be the number of heads. We now sketch the workflow of BERT (Devlin
et al., 2019).
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Let X; € R"™ be the input of the i-th transformer layer. Then the
queries, keys, and values are computed as follows:

0% = X, W +17 50 € e,
(h) _ (h) T, 5 Xd,
K" = x;w +17 . b e R™n,
(h) _ (h) T . ) Xd
VY = X,W,” +1' - b, € R™,
(h) (h) (h) dxd, (h) p(h) 3(h) d
where WQ W W € R and bQ by, b’ € R. Note that here

h e [H]and d;, = d/H. Now the attention for the Ath head can be com-
puted in parallel:
) g7

AP = Softmax<;

(GRD)
Vi,

(h) xd
)V,. € R™n,

where softmax applies to each row of a matrix. For a vector x = (x;);,
softmax is defined to be

exp(x;) >
2iexp(x) /,

Then (Al(.h) ), will be concatenated as a matrix

softmax(x) = < (C.2)

A = (Ajo),Af.l), ,Aj”‘”) e R™d,
to which a linear transformation will be applied:
Y, = AW, +17b, € R™

with W, € R™? and b, € R?.
C.2. Feed-forward network

The input of the Feed-Forward Network (FFN) is the updated
Y; := LayerNorm,(X; +Y;) € R"™

where X; and Y, are the input and output of the attention layer, respec-
tively. Given a vector x = (x;);,

xi_l"+ﬁ>

with y and 62 the mean and variance of x. The LayerNorm function ap-
plies to all the rows of the matrix. Now update X; :=Y; for later use and
compute

LayerNorm(x) = <y- (C.3)

Y, := GELU(Y,W, + 17b) )W, + 17b, € R™
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with W, € R™, W, e R4 b, e R, b, € R4,

1 X
GELU(x) = =x - <1 +erf<—>>
2 \/5

where erf(x) = \if Ox e~ dt is the Gaussian error function. Note that
ra

(c4

d; = 4d. Then compute
X4 = LayerNormy(X; + Y;) € R™.

C.3. Pooling and classification

The output of the L transformer layers is X;, whose first row x,;
is the input of the classifier layer with a typical activation function,
e.g., Tanh(x) = S~ y = Tanh(x,; W + b3) € R?, where W; € R%? and
by € R?. Here y is the pooled output of BERT. The final classification
result is then given by y = yW, + b, € R¢, where W, € R?*¢ and b, € R¢

with ¢ the number of classes.

Appendix D. Missing proofs

In this appendix, we provide the formal proofs for the propositions
stated in Section 5.

D.1. Proof of Proposition 1

Proof. Let g, and k, be the sth column of Q € R4 and K € R"*%, re-
spectively, and let B = QKT € R™", Then for i’ € [m], the ith diagonal
vector of B is

d/(B)= Y q,0p;k,).
s€ldy]

(D.1)

Assume that m < k - £ for some integers k and ¢. Each index i’ € [m]
can be uniquely represented as i’ =i - k + j for some i € [¢] and j € [k].
Hence, Eq. (D.1) can be rewritten as:
diyj = Z 45 O pig+j(ky),

sEldp]
which leads to:
poin(di (B = Y p_i(g) © p (k).

s€ldy]

(D.2)

Algorithm 1 evaluates ct.p_; (d;, j(B)) by strictly following Eq. (D.2),
thus ensuring correctness. Regarding complexity, ciphertext rotations
occur only in Step 2 (baby steps, k — 1 rotations per column) and Step
4 (giant steps, # — 1 rotations per column). Thus, the total number of
rotations is (k + £ — 2)d;,. O

D.2. Proof of Proposition 2

Proof. Algorithm 2 computes:

s= 2 p,-k< Z p—k(dik+j(B))>

i€[’] JELK]

=y p,-k< > p_k<d,-k+,-<B>>o1T>
i€[?] JELk]

=Y dBol =B-1".
i€[m]

This implies the ith entry of s is the row sum s5; = ¥, b; ;- Rotations

only occur in Step 3, requiring at most # — 1 rotations. [

D.3. Proof of Proposition 3

Proof. In Algorithm 3, ct.u (Step 2) correctly stores the row-wise mean.
The computation of T ensures that ct.c? (Step 9) represents the row-wise
variance. Steps 10-11 implement the statistical maximum estimation g.
Finally, the loops update B by subtracting g. Rotations occur in Steps 1,
4, 8, and 13, each requiring < Z rotations, totaling at most 4. O
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D.4. Proof of Proposition 4

Proof. Let p,,, denote the Chebyshev polynomial used to approximate
exp. Since polynomial evaluation is applied independently to each slot, it
preserves the ciphertext packing structure and commutes with rotations:

Pexpl P—it(@itcs}(B)) = p_it( s ; (Pexp(B)))-

Therefore, Algorithm 4 correctly produces the rotated diagonals of C =
Pexp(B) ~ exp(B). Since polynomial evaluation does not involve any slot
permutation, no ciphertext rotation is required. O

D.5. Proof of Proposition 5

Proof. The plaintext counterpart of Algorithm 5 computes:

ﬁ: = Z /’ik( z P_it(dip 1, (C)) OP,’(”;))
=T jelkl
= Z Z (d[k+j(c)opik+,‘(vs))
i€[7] jelk]
= Y d,(C)op,)=Cv].
i€[m]

The final equality holds based on the Halevi-Shoup algorithm (Halevi
& Shoup, 2014). Since the rotated diagonals of C are precomputed in-
puts, the algorithm requires only k + ¢ — 2 rotations for each column
seld,). O

D.6. Proof of Proposition 6

Proof. Based on Proposition 2, the summation vector s is correctly com-
puted. Algorithm 6 then performs the division and element-wise multi-
plication as required by Eq. (4). Rotations are only needed for the sum-
mation step, requiring at most £ — 1 operations. O

Appendix E. Implementation details of non-linear operations

In the computation of the attention mechanism, the softmax opera-
tion involves max, exp, and 1/x. Here, we detail the implementation of
non-linear functions required in subsequent operations: 1 /\/; in Lay-
erNorm, GELU in the Feed-Forward Network (FFN), and Tanh in the
Pooler.

E.1. Square root reciprocal

The definition of Layer Normalization is given in Eq. (C.3). The pri-
mary challenge lies in evaluating the 1/ ﬁ function homomorphically.
Our approach is to first approximate 1/ \/§ using a Chebyshev polyno-
mial to obtain a suitable initial value, and then apply Newton iteration
to improve the accuracy. Since each Transformer layer contains two Lay-
erNorm operations, we employ two distinct Chebyshev polynomials for
the approximations; see Table E.1.

E.1.1. GELU and Tanh
The definition of GELU is provided in Eq. (C.4). In practice, it can
also be approximated by the following formula,

GELU(x) = 0.5x(1 + Tanh(1/2/7z(x + 0.044715x%))),

which reduces the problem to approximating only the Tanh function. In
our work, we adopt the standard definition of GELU; however, since the
pooling layer also includes a Tanh operation, we address both the GELU
and Tanh functions in our implementation. Specifically, we directly use
Chebyshev polynomial approximations for both functions, following the
approach in Lim et al. (2025), Rovida and Leporati (2024); see Table E.1
for parameters we use.
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Table E.1
Approximation parameters for 1/ \/;, GELU and Tanh.

Function  Placement Deg Cheby. #Newton Itr.
LayerNorm-1 31 2

1/\/; LayerNorm-2 31 2

GELU(x) FFN 255 -

Tanh(x) Classification 63 -

Appendix F. Additional features of our implementation

In addition to the core algorithmic contributions, ARION integrates
several features to further reduce computational overhead and enhance
system flexibility.

F.1. Optimization on multiplication

We strive to minimize the required multiplicative depth and com-
putational cost by leveraging mathematically equivalent formulations.
For example, to realize the computation of QK '/ \/d_ , we fold the con-
stant 1 /\/ﬁ into the plaintext weight matrix W, (or Wx) during the
encoding phase. This eliminates one level of ciphertext-plaintext mul-
tiplication (CMul). Additionally, the expansion of QK yields a term
X (WQWKT )X T. This structure allows for pre-multiplying the two plain-
text matrices W, and WKT before performing the homomorphic com-
putation, effectively reducing the operation count by one full matrix
multiplication.

F.2. Acceleration with hoisting

The Double-BSGS algorithm (specifically Steps 2 and 4 in Algo-
rithm 1) requires performing multiple ciphertext rotations on the same
input ciphertext but with different rotation indices. This pattern is ideal
for the Hoisting technique introduced by Halevi and Shoup (Halevi &
Shoup, 2018). By pre-computing and reusing the modulus switching and
key-switching decomposition parts of the ciphertext, Hoisting signifi-
cantly reduces the amortized cost of rotations.

F.3. Flexibility of token length

ARION allows users to configure the maximum token length for in-
ference. Specifically, with a fixed CKKS ring dimension N, a single ex-
ecution can perform batched encrypted inference for up to 2l0e2(N/2~¢
sequences, each with a maximum token length of 2¢. This flexibility
enables the protocol to achieve higher throughput (amortized perfor-
mance) when processing shorter sequences, rather than being locked
into a fixed worst-case configuration.

F.4. Task-level parallelization

We optimized the normalization step (Algorithm 6) using a task-level
parallelization strategy. The reciprocal computation involves a complex
chain of operations but depends on only a single ciphertext (the sum
vector). Conversely, the multiplication of the exp result with the value
matrix V involves simpler operations but on a larger volume of data.
In our implementation, a dedicated thread handles the reciprocal com-
putation, while the remaining threads process the ¥ multiplication in
parallel. This design allows for efficient overlapping of heavy computa-
tions and minimizes thread idle time.

Appendix G. Formal security proof
We rigorously analyze the confidentiality of the client’s input against

a semi-honest server. The server’s view is formalized as a tuple:
(Private Inputs; Received Messages; Sent Messages).

Viewg = (pk,evk, W;ct.X;ct.Y).
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Here, X represents the client’s private input sequences, W denotes the
model parameters held by the server, ct.X is the encrypted input re-
ceived by the server, and ct.Y is the encrypted inference result returned
to the client.

Simulation of Server’s view

The server view Viewg contains the public key pk, evaluation keys
evk, the model parameters W, and the received ciphertext ct.X. The
security requirement is that the server learns nothing about X.

We construct a simulator S, that does not have access to the real
input X. Instead, it generates a dummy input X', such as a zero matrix
of the same dimensions as X, and computes

ct.X’ = Enc, (X'), ct.Y’ = Eval,,, (W, ct.X").

The simulated view is
S, = (pk, evk, W;ct. X';ct.Y’).

Based on the IND-CPA security of CKKS under the RLWE assumption,
ct.X is computationally indistinguishable from ct.X’. Since homomor-
phic evaluation is a polynomial-time transformation, the corresponding
server views are also computationally indistinguishable:

Viewg} ~ {S,)

Therefore, the server learns no information about the client’s private
input X.

In summary, ARION protects the confidentiality of the client’s input
against a semi-honest server. This proof does not establish malicious se-
curity, circuit privacy, or cryptographic model privacy against the client.

Appendix H. Detailed accuracy examples

To further illustrate the precision of ARION, Table H.1 presents a
side-by-side comparison of logits generated by plaintext inference and
ARION’s encrypted inference for specific samples from the QNLI, RTE,
and SST-2 datasets. The minimal deviation observed confirms that our
approximation strategies do not compromise downstream classification
accuracy.

Table H.1
Comparison of plaintext and Arion-encrypted inference logits on BERT-Tiny
across datasets.

Dataset & Input Sentence Type Logits

QNLI: What is the capital of France? Paris is

the capital and most populous city of France. Plaintext [0.9606, —0.8399]
ARION [0.9584, —0.8396]

RTE: The dog is running through the park. An Plaintext [-0.0425, 0.1623]

animal is moving outdoors. ARION [—0.0426, 0.1623]

SST-2: A visually stunning rumination on love. Plaintext [—1.8836, 1.8262]
ARION [-1.8919, 1.8366]

Logits are reported as [class,, class,]. The encrypted inference yields predic-
tions identical to the plaintext baseline.
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